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Abstract- Distribution power system islanding will involve 

significant grid reconfiguration, especially if maximum 
flexibility of operation is to be achieved. Protection selectivity 
will be a challenge because of the associated changes in fault 
conditions, and is further complicated by distributed generator 
fault characteristics. This paper proposes a three-stage 
communication assisted protection selectivity strategy for 
reconfigurable distribution networks. Level-1 provides fault 
detection and protection based on local measurements; Level-2 
employs inter-breaker communications; and Level-3 adapts 
relay settings by communicating with a supervisory controller. 
Protection selectivity is improved by the adoption of each 
successive level. Fundamental to this strategy is that it must be 
designed to operate over, and be tolerant to the inherent 
deficiencies of, cost-effective Internet Protocol communications. 

Index Terms—Distributed Generation, Islanding, Power 
distribution protection, Power system communications, 
Protection selectivity.  

I. INTRODUCTION 

Single-source distribution networks with one-way power 

flows predominantly employ overcurrent protection. 

However, increasingly large capacities of installed distributed 

generation challenge conventional protection methods. The 

prospect of using power system islanding and microgrids in 

the distribution system to improve power system security and 

prevent blackout further complicates the issue.  

Distribution system islanding poses several operational 

difficulties which include: safety, earthing, power quality, 

avoiding out-of-synchronism re-closure, and protection [1], 

[2], [3], [4]. To date, the authors have concentrated their 

efforts on a control scheme to avoid out-of-synchronism re-

closure and to promote high power quality; this is referred to 

as synchronous islanded operation [5]. A single-set practical 

demonstration on a diesel generator and various multiple-set 

simulations of this concept have been achieved using cost 

effective IP communications and phasor measurement 

technology.  

In such islands, there are a number of protection challenges 

to overcome. In addition to loss of mains protection, issues 

related to automatic re-closing and the need to ensure earth 

faults can be detected; other challenges are primarily related 

to the impact on overcurrent protection of the following 

network behavioural changes:   

• Protection must operate with bi-directional power flow. 

• Fault currents can change between grid-connected and 

islanding modes of operation [6], [7]. 

• Increased penetration of rotating machines may cause 

peak fault current to exceed equipment ratings [8].  

• Lower fault current of inverter interfaced distributed 

generators may cause slow or failed operation of 

protection during faults in islanded operation mode [6], 

[7]. 

• Fault currents from small synchronous and induction 

machines have short time constants. Depending on the 

excitation system used, during islanding the post-

transient fault current may be lower than that required 

by the protection scheme. 

• Nuisance tripping of protection due to faults on adjacent 

feeders [9]. 

• If distributed generators feed downstream faults, the 

fault current flowing through upstream protection is 

reduced and may result in a failure to operate [10], [9]. 

• Fuse saving schemes may be affected [10]. 

If islands are to have maximum flexibility they should be 

capable of restructuring into a topology that may not have 

been defined before islanding occurred. The islanding 

situation is also likely to involve considerable network 

reconfiguration, such as changes in the location of normally 

open or normally closed circuit breakers, and the connection 

of distributed generation at seemingly random locations, 

especially if a ‘plug and play’ method of connecting 

distributed resources is pursued [6]. This means that 

protection selectivity will be difficult to attain in islands with 

reconfigurable structures.  

The simplest approach, although far from ideal, is to 

disconnect all distributed generators when a fault occurs. To 

allow selectivity, distribution system protection must share 

some characteristics with that of transmission system 

protection, but with the added complication of substantial 

generation changes and power network reconfiguration. 

Further, as distribution system applications tend towards low-

cost solutions, a suitable compromise must be achieved. The 

objective will be to apply a suitable combination of existing 

and new protection methods to the distribution network. 

As a solution, a three-stage communication assisted 

selectivity scheme is proposed. This scheme will be designed 

to operate over Internet Protocol (IP), which offers cost-

effective and readily-available communications for the 

distribution network. Thus, the protection system must be 

tolerant to the deficiencies of IP communications, such as 

latency and security issues. The scheme should also operate 



 

 

effectively at remote locations beyond the distribution 

substation. 

 

II. COMMUNICATION ASSISTED SELECTIVITY 

A three-stage communication assisted selectivity scheme is 

proposed with the following structural levels: 

 

Level-1: Fault detection; protection based on local 

measurements 

Level-2: Inter-breaker communications 

Level-3: Adaptive relay settings and supervisory control 

 

Protection selectivity will improve after the adoption of 

each successive level, but the system will always be able to 

‘fall-back’ to Level-1,  

A. Level-1: Fault Detection; Protection Based on Local 

Measurements 

The requirement of this level is the rapid independent 

detection of faults. Although the most suitable type or 

combination of protection algorithms are not identified in this 

paper, directional capability is essential and an input other 

than the local current, normally local voltage, will be 

required. In the simulation, voltage-restrained directional 

overcurrent protection is used [11].  

In the low fault current islanded scenario, voltage tends to 

drop significantly indicating a fault, but as will be seen in the 

simulation, under these conditions voltage magnitude has 

limited ability to coordinate relays. Development of new fault 

detection methods may improve upon this, but it is the 

author’s contention that information transfer is necessary in 

islands. 

Level-1 is also the fall-back during communications 

outage. When a communications outage occurs, selectivity 

may be lost; however, protection must still operate. After a 

time delay, protection will operate based solely on local 

measurements.  

The knowledge that a fault has occurred and the direction 

to the fault, i.e. information obtained at Level-1, are used at 

Level-2. 

B. Level-2: Inter-Breaker Communications 

This involves a ‘fast’ transfer of minimal data between 

relays immediately upstream and downstream from each 

other. By transferring minimal information, in data packets of 

just a few bytes, the communications network is less likely to 

become overloaded during a major system disturbance. 

Level-2 is similar to a logic selectivity scheme [12], made 

tolerant to the characteristics of shared IP communications by 

the other two levels. 

The operation is explained by Fig. 1. Each relay knows 

how many, and which, other relays are located immediately 

in each electrical direction.  When Relay-2 directionally 

detects that a fault has occurred, it sends a ‘block’ signal 

upstream to Relay-1, and sends a ‘consider-trip’ signal 

downstream to Relay-3. Relay-1 receives the ‘block’ signal 

from Relay-2 and resets its trip time delay. It will still trip if 

the fault is not cleared quickly, as the downstream relays may 

have failed. Relay-2 receives the ‘consider-trip’ signal from 

Relay-3, and because it has already sent a ‘consider-trip’ 

signal in this direction, it knows the fault is in its zone, and 

trips immediately. Likewise, Relay-3 will also trip, isolating 

the fault. 

Relay 1 Relay 2 Relay 3

Trip? Trip? 

Trip? 

Block 

BlockBlock

Fault

Fault Direction

Inter-breaker communication

 
Fig. 1 Operation of inter-breaker communications 

 

Thus, selectivity is introduced, but requires sufficient delay 

to allow for communications latency. For example, Relay-1 

should wait a reasonable time to receive the ‘block’ signal 

before tripping independently, but conversely the fastest time 

that Relay-2 can clear the fault is the sum of the fault 

detection, relay operation and signal transmission delay 

times. Thus, Level-2 is very sensitive to communication 

delays. 

The inter-breaker communications may be within the 

substation or beyond the substation into the distribution 

network. The former will likely have very good 

communications links with minimal transmission delays, 

being either dedicated hard wired or fibre optic. The latter 

case will require a new communications network to be 

available. IP communication would be a feasible solution if 

issues, such as latency and security [13] are addressed.  

When IP communications links were characterised from a 

power system perspective in the north of Ireland [14], one-

way delay for asymmetric digital subscriber line (ADSL) 

connected sites was <80 ms in 100% of cases, and for a 

WiMax connected site was <170 ms in 99% of cases. 

Wireless communications such as WiMax are a probable 

solution for connecting remotely located distribution 

protection equipment and distributed generation sites, such as 

wind farms, to the Internet. These transmission delays are 

longer than those typically considered for teleprotection [15], 

but should be acceptable for islanded distribution system 

protection, especially when forming only part of the overall 

protection scheme.  

C. Level-3: Adaptive Relay Settings and Supervisory Control 

The purpose of the supervisory controller is to adapt 

protection settings based on global knowledge of the island or 

grid configuration. However, time is needed to collate data 

from all distributed generator sites, relays, etc, and as more 

data transfer is required, it is desirable to provide updates 

over a longer time scale. Changes in relay settings are 

achieved by using ‘slow’ communications with the 

supervisory controller.  



 

 

 With this knowledge, selectivity and co-ordination can be 

improved. For example, the time-grading of relays can be 

updated and if a breaker is now last in a distribution line, it 

can operate without waiting for inter-breaker 

communications. Furthermore, sensitivity of fault detection 

could be adapted depending on the type of generation 

connected, in this way the relays will know what type of fault 

currents, etc, to expect during faults and can then better 

distinguish between high impedance faults and large loads. 

The supervisory controller could end up being quite 

sophisticated, with comprehensive knowledge of the island 

conditions, akin to transmission system SCADA, and thus 

can be used for many other control applications. The 

important point is that the supervisory controller does not 

form part of the protection system’s detection-trip loop, that 

is, it does not interfere with the inter-breaker 

communications.  

Updates of settings will be relatively slow, at least several 

seconds, so after an island reconfiguration and before the 

settings are updated, selectivity will be reduced. 

 

III. SIMULATION 

A simulation model of an open ring 11 kV distribution 

network is constructed in Mathworks SimPowerSystems, as 

shown in Fig. 2, and used to demonstrate the concept of the 

proposed protection scheme. The network is capable of being 

islanded and contains two distributed generators; a 2 MVA 

diesel gen-set and a 4.5 MVA gas turbine. Selected circuit 

breakers are labelled in Fig. 2, CB8 is normally open. The 

lines have an impedance of 0.2 + j0.15 Ω. The four constant 

impedance loads are each 1.2 MVA at 0.96 p.f. 

 

CB1

CB2 CB3

CB5 CB6

CB7

CB4

CB8

CB9

Fault 1

Fault 2
4.5 MVA

2 MVASubstation

CB10

 
Fig. 2.  11 kV distribution network  

A. Fault Current in Islands 

To illustrate the difficulties in maintaining relay co-

ordination a 1-Ω, 3-phase-to-ground, Fault-2 is applied when 

the network is grid connected and when islanded by the 

opening of CB10. The fault currents are shown in fig. 3. In 

islanded mode, synchronous machine transient fault currents 

may not be high enough to operate the overcurrent protection. 

They also decay rapidly, as indicated by the peak, 0.2 second 

and steady-state fault currents in fig. 3. 

When in islanded mode, it is highly likely that the 

generator breakers, CB9 and CB6, will be the breakers that 

operate, preventing island operation. The trip may be caused 

by generator protection other than overcurrent, such as 

undervoltage. In the simulation a permanent magnet generator 

(PMG) is assumed to be the automatic voltage regulator 

(AVR) supply, so that fault current can be produced after the 

initial transient. Even so, the fault current can decay below 

the current threshold setting of the overcurrent protection 

scheme. Furthermore, depending on the AVR supply, or if 

another distributed generator grid interface is used, such as an 

induction machine, fault current may disappear completely.  

The voltage plots in fig. 4 for 0 Ω and 10 Ω faults indicate 

a larger voltage drop during islanded operation, meaning that 

that voltage can be helpful in identifying faults in the 

presence of low fault current. However, the fault voltage 

profile between breakers is almost flat, and so there is limited 

potential for co-ordination. 
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Fig. 3.  Fault current in grid-connected and islanded mode for a 1 Ω 3-phase 
–to-ground fault 
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Fig. 4. Voltage profile during 0 Ω and 10 Ω 3-phase-to-ground faults while 

grid connected and islanded 

B. Addition of Communication Assisted Selectivity Scheme 

The communication assisted selectivity scheme is now 

introduced. In the simulation the fault direction is determined 

from the voltage and current waveforms. The relays are 

modelled using directional definite-time relay characteristics 

[16], with a voltage restrained input. Definite-time is used 

because the fault level changes widely, and selectivity is 

provided by time-grading and communications. It is assumed 

that time delays inside the substation are small (40 ms), and 

that the inter-relay communications are 100% reliable. 

Beyond the substation, fixed transmission delays of 150 ms 

are used to model the wireless communication links, and high 

reliability is not assured. Measurement time is assumed to be 



 

 

20 ms, and circuit breaker operation time is 40 ms. Time-

grading steps between breakers of 100 ms are used. This 

would be larger in practice, typically 300ms, and 

consequently this limits the number of relays that can be 

correctly graded using only time. 

A number of different grid configurations are considered: 

• Grid Connected; CB8 open. 

• Island-1; CB10 and CB8 open. 

• Split Island-1; CB10, CB8, CB5 and CB4 and open. 

• Island-2; CB10 and CB1 open. 

Table I and Table II give the time-grading multipliers and 

fault threshold settings in each direction for each of the 

different configurations. Direction is expressed as power flow 

to the left or right of the relays in Fig. 2. The correct settings 

can improve selectivity even if communications are lost at the 

time of the fault, but if the settings cannot be updated before a 

fault occurs, selectivity is reduced. 

TABLE I 
FAULT THRESHOLD SETTINGS, EXPRESSED IN MVA 

current flow ← → ← → ← → ← → ← → ← → ← →
Grid 1 5 2 5 2 5 2 5 2 N/A N/A 2

Island1 5 2 5 2 5 2 5 2 N/A N/A 2

Island1-split 5 2 2 N/A N/A N/A N/A 2 N/A N/A 2

Island2 5 N/A N/A 2 2 4 2 2 2 5 2

CB9 CB1 CB4 CB5 CB6 CB8 CB7

 

TABLE II 
TIME-GRADING MULTIPLIERS OF 100 MS 

current flow ← → ← → ← → ← → ← → ← → ← →
Grid 1 5 1 4 2 3 3 2 4 N/A N/A 1

Island1 5 2 4 3 3 4 2 5 N/A N/A 1

Island1-split 3 2 2 N/A N/A N/A N/A 2 N/A N/A 1

Island2 5 N/A N/A 2 3 3 2 4 2 4 1

CB9 CB1 CB4 CB5 CB6 CB8 CB7

 
 

Fault-2 is applied with 1 Ω fault impedance, under grid 

connected and Island-1 modes. CB7 trips in all cases whether 

communications are operational or not due to the time-

grading setting being correctly chosen. When CB7 

malfunctions, CB6 and CB5 operate as expected. 

The fault clearing times for Fault-1 are shown in table III. 

CB4 and CB5 operate using inter-breaker communications 

splitting the island in two. When communications are lost, if 

the appropriate settings are in place, the correct breakers 

operate, albeit with a longer delay.  

TABLE III 
FAULT CLEARING TIMES 

CB4 CB5 CB8

Island1 comms OK 0.215 0.215

comms off 0.375 0.475

Island2 settings for Island1, comms OK 0.370

settings for Island1, comms off 0.465 0.475

new settings, comms off 0.370

new settings, comms on 0.370

Fault clearing time (s)

 
The island is then reconfigured as Island-2, with CB1 now 

open and CB8 now closed. If Fault-1 occurs before the relay 

settings are updated, correct breaker operation of CB5 can 

only be only guaranteed if inter-breaker communications are 

working normally. A communications outage at the time of 

the fault causes CB5 and CB8 to trip, as they both have the 

same time-grading setting. Although the fault is cleared, the 

island is unintentionally fragmented. 

 

C. Discussion 

Communications can aid protection selectivity by 

facilitating inter-breaker communications and updating time-

grading settings. A combination of selectivity methods have 

been used, which help make the scheme tolerant to 

communications outages and latency. 

This example has only considered a very limited case to 

illustrate the concept. Further work on different fault types, a 

meshed distribution network configuration, and an 

investigation into the most suitable methods for detecting 

faults in islanded systems is required. Furthermore, the 

supervisory controller should be developed to determine the 

most suitable approach for calculating new settings following 

a reconfiguration. 

The flexible, reconfigurable power system islanding that 

the proposed protection scheme is designed to be applied to, 

will require reliable communications links for functions such 

as load sharing, and cannot operate for sustained periods of 

time without communications. Thus, the fact that islanding is 

in operation, suggests a working communications system; and 

it follows that adaptive relaying settings and inter-breaker 

communications should function normally. 

D. Other Considerations  

During islanding, distributed generation should be capable 

of fault ride-through. This would increase the chance of the 

correct breaker being opened to clear the fault, rather than 

disconnection by the generator protection. 

Certain AVR setups and induction machines will produce a 

fault current which decays to zero. Subject to further 

investigation, it may be necessary that all ‘islanded operation 

capable’ synchronous machine type distributed generators 

have PMG fed AVR, to produce fault current even in steady 

state. It has been suggested that inverter connected devices 

could be temporarily up-rated to produce suitable fault 

currents [17]  

Following fault clearing, it is often desirable that automatic 

re-close be attempted. This is because 80-95% [18] of faults 

in distribution overhead lines are temporary. To prevent out-

of-synchronism re-close, a suitable time-delay is necessary 

for island control schemes to either establish synchronous 

control or disconnect the generation if the load-generation 

mix in the island is not favourable. It has been suggested that 

around 10 seconds would be necessary for this [19]. 

Fuse-relay coordination in reconfigurable power systems 

will be difficult. In low fault current conditions, fuses will 

operate slower or not at all. Non-operation aids fuse saving, 

and does not detract from preventing thermal damage due to 

high current. However, fuses may no longer be an effective 

method of clearing faults in islands. At the consumer level it 



 

 

will need to be determined if there will always be enough 

fault current for appliance or old consumer-unit fuses to 

operate. In the future, it is reasonable to assume that all 

consumer-units will have smart metering and a 

communications connection. Thus, it will be possible for the 

circuit-breakers in consumer-units to support the scheme 

proposed in this paper, with both adaptive settings and inter-

breaker communications.  

IV. CONCLUSION 

The difficulties of co-ordinating protection in regions of a 

distribution network that are operating as an island have been 

discussed. Conventional overcurrent time-grading is of 

limited use and must be enhanced by the use of directional 

control and communications. Additionally, the gentle voltage 

gradient across the network when the fault currents are low, 

and the characteristics of the distributed generation fault 

response, further complicate the problem. It was proposed in 

the paper that communications are employed to aid selectivity 

in reconfigurable islands, providing a cost effective protection 

structure for meshed, multi-source islanded distribution 

networks. 

One requirement is a fault detection relay with both current 

and voltage inputs, capable of determining fault direction and 

with adjustable directional relay settings. A supervisory 

controller updates the settings depending on island 

configuration, meaning that selectivity is maintained. 

However, if faults occur with the wrong settings in place, 

fault clearing may not be effective and load may be shed 

unnecessarily. The inter-breaker communications serves to 

improve fault clearing times, and allow relays to be co-

ordinated when they do not have the most up to date settings.  

As the inter-breaker communications acts as only one level 

of the protection scheme, then the latency associated with IP 

communications is tolerable. Furthermore, communications 

outages are only an issue in the time between network 

reconfiguration and setting updates, when substation and 

distributed generator breakers may operate during faults.  

It is likely that an operational communications system will 

be a prerequisite for islanding, and so the protection scheme 

can assume high communications reliability when the grid is 

islanded. 

As is currently the case, the fall-back position of 

disconnecting the distributed generation and preventing 

islanding is always available. 
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