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Secure UAV-Enabled Communication Using
Han-Kobayashi Signaling

Zhichao Sheng, Hoang D. Tuan, A. A. Nasir, Trung Q. Duong, and H. Vincent Poor

Abstract—This paper proposes Han-Kobayashi signaling (HK-
S), under which each pair of users decodes a common message to
improve their throughput, for UAV-enabled multi-user communi-
cation. Given that only a single transmit antenna is used and thus
there is no null space of users’ channels for inserting an artificial
noise that would effectively help to jam an eavesdropper without
interfering the users’ desired signals, a new information and
artificial noise transfer scheme to address physical layer security
(PLS) for the considered networks is investigated. Under this
scheme, the UAV sends the confidential information to its users
within a fraction of the time slot and sends the artificial noise
within the remaining fraction. Accordingly, the problem of jointly
optimizing the time-fraction, bandwidth and power allocation
to maximize the users’ worst secrecy throughput is formulated.
New inner approximations are proposed for developing path-
following algorithms for its computation. Simulation shows that
the proposed information and artificial noise transfer enables not
only HKS but also orthogonal multi-access and nonorthogonal
multi-access to provide PLS for UAV-enabled communication
even when the eavesdropper is in the best channel condition.
HKS outperforms the other two in terms of users’ worst secrecy
throughput.

Index Terms—Secure communication, secrecy throughput, un-
manned aerial vehicle (UAV), Han-Kobayshi signaling, non-
convex optimization,

I. INTRODUCTION

Interference management is the key to achieving high
throughput in multi-user communication, whose aim is to serve
multiple users at the same time within a constrained band-
width. In conventional orthogonal multi-access (OMA), each
user decodes its own message by treating other messages as
interference. Nonorthogonal multiple access (NOMA) [1], [2]
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allows users with better channel conditions to decode messages
for users with poorer channel conditions so the former can
subtract these messages for the latter from their interference to
decode their own messages with a better throughput outcome.
By optimizing all their beamforming vectors, the throughput
of all users can be substantially improved [3]. On the other
hand, Han-Kobayashi signaling (HKS) [4] assigns a common
message to each pair of users so that they can subtract this
common message before decoding their own message to gain
their throughput. Again, the throughput of all users can be
substantially improved by beamforming optimization [S]-[7].
Recently, it has been shown in [8] that both OMA and NOMA
are actually particular cases of HKS, and that unlike NOMA,
the performance of HKS is not dependent on how the users’
channel conditions are differentiated. All these aforementioned
works exploit multiple transmit antennas, under which the
wireless channels undergo rich scattering and transmit beam-
forming can enjoy the spatial diversity in delivering high
throughput to the users. Rich scattering of wireless channels
also plays a crucial role for ensuring physical layer security
(PLS) [9]-[12], by aiding in achieving high secrecy throughput
via secure beamforming [13]-[15].

Unmanned aerial vehicle (UAV)-enabled communication
has attracted a lot of attention thanks to its high mobility and
configuration flexibility [16]-[18]. The air-to-ground (A2G)
channel between an UAV and a ground user is dominated by
light-of-sight and thus is sufficiently strong for delivering high
throughput. However, UAV-enabled communication preferably
uses only a single transmit antenna as it is not beneficial
to deploy multiple antennas due to A2G poor scattering.
Thus, using single-antenna UAV, serving multiple users over
orthogonal frequency bands is the only way to suppress the
multi-user interference. It has been shown in [19] that the
optimal bandwidth allocation to users’ pairs to accommodate
NOMA can bring much better users’ throughput than the opti-
mal bandwidth allocation to individual users to accommodate
OMA, provided that the A2G channel gains between the UAV
and each of the paired users are clearly distinct. A similar
NOMA for UAV-enabled communication was also proposed
[20].

Poor scattering also gives rise to insecure A2G channels,
making them proner to being overheard by a ground eaves-
dropper (EV). In addition, the presence of a strong line-of-
sight communication link strengthens the chance EV’s attack.
So, it is important to provide secure UAV-enabled commu-
nication. The closed-form analytical expressions for secrecy
outage probability or average secrecy capacity were derived in
[21] and [22]. PLS for a single A2G channel was considered



in [23]-[27]. The joint design of UAV trajectory/location and
power optimization to maximize users’ secrecy throughput
was addressed in [23]-[31]. Specifically, multiple potential
eavesdroppers on the ground were considered with imperfect
position information in [23], while in [25], an UAV was em-
ployed as a mobile jammer to combat against eavesdropping.
In [26], both the downlink and uplink UAV communications
were studied. In [27], the authors considered millimeter wave
simultaneous wireless information and power transfer in UAV
communications. Achieving secure communication over A2G
channels is challenging because there is no null space of
the user’s channel for inserting an artificial noise (AN) that
would help to effectively jam the EV without interfering
the users’ desired signals. To ensure secure communication,
the authors in [28] optimized the UAV trajectory in such a
way that would maximize the minimum secrecy throughput
(among all users). In [24], [29]-[31], the authors used two
UAVs in providing secure communication with one UAV
delivering only information while the other sending only
artificial noise to jam the EV(s). It is noteworthy that deploying
a dynamic UAV or multiple stationary UAVs is too costly
and thus not practical for secure communication. Beyond
secure throughput, energy efficiency (EE) was considered for
secure UAV-OFDMA systems in [32], where the joint design
of transmit power, user scheduling, trajectory, and velocity
for EE maximization was addressed. The main limitaion of
existing works [23]-[27] is that they do not consider multi-
user communication. Specifically, different from the existing
relevant works [23]-[32], we propose the use of HKS for UAV-
enabled communication, which will be shown outperforming
the performances of existing OMA and NOMA based UAV-
enabled systems.

This paper investigates a multi-user communication system,
where a single-antenna UAV aims to provide secure communi-
cation to multiple users in the presence of an EV. The location
of the UAV, which can be optimized offline for a certain
region, is fixed in order to save energy consumption that is a
very critical issue in UAV-enabled communication. It has been
shown in [33] that the energy consumption of a hovering UAV
is the lowest when compared with that of a moving or circling
UAV. The contributions and innovative aspects of this paper
are as follows.

e This is the first work to propose HKS for UAV-enabled
communication. Particularly, by jointly optimizing the
bandwidth and power allocation, HKS is shown to
achieve a sensible gain in terms of users’ throughput
compared to OMA and NOMA [19].

o This is the first work in PLS that considers an EV which
is placed in the best position to receive the strongest
signal from the UAV. Without PLS, the EV thus can
easily overhear this signal. On the other hand, there
is no null space of users’ channels for inserting an
artificial noise to jam the EV. To combat against the
positioning advantage of the EV and to resolve the issue
of jamming the EV, the paper proposes an innovative
information and AN transfer, under which the UAV sends
the confidential information to its users within a fraction

of a time slot and then sends the AN to jam the EV in the
remaining fraction. The advantages of the time-fraction-
wise transfer have been conveyed in [34]. In the context
of PLS, the EV wiretaps the UAV signal on time-slot
base, which is jammed by the inserted AN.
o Under the proposed information and AN transfer, the pa-
per addresses the problem of jointly optimizing the time-
fraction, power, and bandwidth allocation to maximize
the users’ minimum secrecy throughput, which is seen
as an extremely difficult nonconvex optimization prob-
lem with its decision variables entangled. Nevertheless,
the paper proposes new inner approximation techniques
for developing efficient path-following algorithms for
its computations. The numerical examples demonstrate
the advantages the proposed secure transmission, under
which HKS also outperforms OMA and NOMA. Impor-
tantly, all of them offer a secure communication at low
cost, which is not affected by the EV’s positioning.
Notation. [x]* = max{z,0} for a scalar 2. n ~ CN (7, 0?)
indicates that n is circularly-symmetric complex Gaussian
random variable with means 7 and variance . The notation
Zj\;{ﬁz refers to the summation taken over the index set
{1,..., M} \ {i}. Optimization variables are in boldface.

The rest of the paper is organized as follows. Section
Il is devoted to secure HKS to protect an UAV-enabled
communication from the EV’s overhearing over the whole
bandwidth. Secure HKS to protect the EV’s overhearing in
the allocated bandwidths is developed in Section III. The
simulation is provided in Section IV to demonstrate the
effectiveness of the proposed solutions and algorithms in the
previous section. Conclusions are given in Section V. Some
fundamental deterministic inequalities that are used in Sections
II-1IT are given in the appendix.

II. SECURE HKS FOR UAV-ENABLED COMMUNICATION

Consider a single-antenna UAV to serve K ground users
(UEs) in a certain out-door location such as stadium, traffic
jam, concert, etc., as depicted in Fig. 1. Obviously, these K
UEs can be categorized into two groups of K /2 UEs nearer
(nearer UEs) to the UAV (in terms of Euclidean distance) and
K/2 UEs farther (farther UEs) to the UAV. Without loss of
generality, we index the nearer UEs by k € {1,..., K/2}, and
the farther UEs by k € {K/2+ 1,..., K}. Table I provides
the nomenclature.

The channel between the UAV and UE k € {1,2,..., K},
denoted by g;, is given by

9= VAT — ()
(2 = zull> + h2)2/

where v, is the channel power gain at a reference distance
of 1 m, zx = (xg,yr) and 2z, = (x.,y.) respectively are
the coordinates of UE k£ and UAV on the horizontal ground
plane, h is the UAV altitude, 6 is the UAV transmit-antenna
beamwidth such that the UAV’s coverage radius R < htan6,
« is the path loss exponent, and g ~ CAN (11, 202) represents
the Rician distributed small-scale fading channel co-efficient

with Rician factor Kr = |u|?/202 and normalized power
E(gx]?) = 1 [35]




TABLE 1

NOMENCLATURE.
[ Notation ] Description
K number of ground users
gk channel between the UAV and UE k
gE wiretap channel
B total bandwidth
Tk the portion of allocated bandwidth shared by UEs k and j(k)
Sk ! S5k private information for UE k / j(k)
Sk j(k) common message for both UEs k and j(k)
Pk /pj(k) power allocated to sg / Sj(k)
Pkj (k) power allocated to sy (k)
Tk Tk UE k’s / j(k)’s throughput by decoding s / sk
Pk ! Pik) secrecy throughput for UE k / j(k)
Pi,c ! Pjk),c | VEK's/ 7(k)’s portion of secrecy throughput by decoding Sk.j(k)

Over the total bandwidth B, UE k € {1,..., K/2} is paired
with UE j(k) = k + K/2 in sharing the allocated bandwidth
portion

bk - TkB, (2)

with 0 < 7, < 1, for their service by the UAV.

b A cavesdropper

@ farther users

I nearer users

Fig. 1.

A system model showing UAV-BS and the ground users.

Under HKS [4], the information intended for UEs k& and
j(k) is split as

Sk + 8jk) + Sk,jk) 3)

where sy, and s; ;) contain private information for UEs k and
J(k) while sy, ;) contains information for both UEs % and
j(k), which is called their common message. Accordingly, the
equation for the received signals at UEs k and j(k) over the

shared bandwidth Bty is

[yj-/fkj = [giij (VPrSE + /D) Si(k) T /Proj(k) Skoi(k))

ng
+ , 4
[”j(k)} @

where 1y ~ CN(0,0p7;) and () ~ CN(0,057;) are the
background noise at the receiver of UEs k and j(k), while
Pk» Pj(k)» and py ;) are the power allocated to sk, Sj(x),
and sy, j(r), respectively. Also, o2 is the noise power density
so op = o2 is the noise power over the bandwidth B and
opTy is the noise power over the bandwidth Bry.

Let T L (t1,...,7x2)T  and  p e
(P> Pj(k)s Phj (k) k=1,...,k/2- Under HKS [5], [7], both
UEs k and j(k) decode their common message sy, ;) first
with the throughput

A

Tri(TP) = min{ry g (T, P), ok (T, D)}, (5)

where
— (1 Ph.j (k) = 1,2
Ti,kd(k)('rap) =T In + m 0= 1,2,
i,k,j )
0B
Vik,j(k) (T, P) = ™ + Pr + Pik)s
0B
Vak,j(k) (T, P) = 7|9‘(k)|27k + Dk + Djk)-
j

UEs k and j(k) then subtract s, ;) from their received
signal to decode sy and s;(;) with the throughput

Dk
re(t,p)=mcIn{14+ —— ],
) =min (14 )

g
v (T,p) = ﬁﬂc +Djk)s (6)

and

Pjk)
SRS (TS
ik) Vi) (T, P)

ag
=L 5+ @)

Vi(k (T7p)
J(k) |gj(k)‘2

We introduce the most challenging scenario for PLS when the
UAV-enabled communication is overheard by an EV, which
is located at the best position to wiretap the UAV signal as



shown by Fig. 1. Moreover, the wiretap channel gz is assumed
strongest as

Vo
Qhe/2”

9E = (8)
In this scenario, the EV does not know that the UEs are served
in individual bandwidths, so it overhears s, j(ry, s and s;()
over the whole bandwidth with the wiretapped throughput!

E Pk,j(k)
pk7‘k(P):1n (1-l-~)7 9)
1w Akjitk)(P)
and
E Dk
Pk (P) =In <1 - ) , (10)
Ae(P)
and
E Dj(k)
P-k(p)=1n<1+~>7 (11)
70 )‘j(k)(p)
where
~ K/2 o
)\k,j(k)(p) e Z(pé +pj(e) +p4_,j(5)) + Pk +pj(k) + W’
L#£k 9E
and
K/2
Ak(p) = Z(pz + D) + Peje)) F Prick) + Pjk) T | |27
04k JE
and
R K/2 -
04k gE

which are affine functions. Also o = 028 for o2 being the
noise power density is the background noise power at the EV.
The secrecy throughput for UE £k is

pr(m,p) £ [rk(7,P) = p (P " + pre (12)
and the secrecy throughput for UE j(k) is
ity (T, P) = [y (T, P) = PSP + pjkyer (13)
where py . and pj1) . satisfy
Prc+ Pitk)e < [Thjie) (T, P) — Pk 0y ()], (14)

because [y, k) (T, P) —pfﬁj(k)(p)]Jr is the secrecy throughput
by decoding sy, k) [4], [3].

!In some works such as [36], the denominator of (9) is incorrectly defined

K/2
as Ze;,g/k Te(pe +Pje) +Peje)) T TkPE + TkPj(k) T |gE‘2

Let p. = (Pk,c) Pj(k),c)k=1,....k/2- The problem of max-min
UEs’ secrecy throughput optimization is formulated as

A
TGRK/?SG]R“{/Z f(Tv pvp(:) -
PLERK
. . ' |
kzlrfl_l_flK/Qmm{pk(T,p),p]<k>(T,p)} (15a)
st (14), (15b)
K/2
d m <, (15¢)
k=1
K/2
Z (P + i) + Prjy) < P (15d)
k=1

where the objective function in (15a) is the minimum of
UEs’ secrecy throughput, the constraints (15¢) and (15d)
respectively are the sum-bandwidth and sum transmit power
constraints given a power budget P, and the constraint (14)
splits the common secrecy throughput into individual secrecy
throughput.

The objective function (15a) is nonconcave while the con-
straint (14) is nonconvex, making (15) a difficult nonconvex
problem. To provide an efficient computation procedure we
develop a technique of successive lower-bounding approxima-
tion for these functions, which is based on a lower-bounding
concave function approximation for the UE throughput func-
tion and an upper-bounding convex function approximation for
the wiretapped throughput function.

Let (7(%), p{*)) be the feasible point for (15) that is found
from the (x — 1)th iteration.

A. Successive UE’s throughput function lower bounding ap-
proximation

Applying the inequality (69) in the appendix yields the
following lower-bounding approximations:

re(m,p) > i (7, p)

s 0y [_mrp)  p7) Y
b o\ we(r), p®)) Ty T
(16)
and
rj(k‘)(’r»p) > r](,(i]z) (T7p)
(k)
2,00 0 [ _YiwP) L Pk
j(k) J(k) Vj(k)(T(/i)’p(n)) Pick)
A
]
— 17
o (7
and
Ty (T, P) = 1) 4 (7, D)
- Hlll’l{’l"l k ](k)( 7p)a ré’j]l](k) (Ta p)}7 (18)



with

(%) e ()
Tkt (T P) = 4050 = bk ) (

(%) (%)

Vi kj(k) (T, P)
Vit () (), p(R))

p . Ci .
+ kij(k) | Jw(k)’ i=1,2,
Pk,j(k) Tk
where
0< a,(j) = 2rp (7% p()) 4 2b(ﬁ)
0<b = T,i”)p;(f)/( D (), p)),
0 < = (7™ p)(r),
and
0 < alf) = 2r;) (7", p) + 261"
(k) J(k> P (k)

O<b((k) —Tk p (k)/( g?;l +V )( (n)7p(n)))7

0 < STy =Ts0m (T(R)vp(n))(ﬁ?)) 7

and
0<al =2 (T, <“>) + 260
i,k,j(k) ik, g (k)\T i,k,j(k)’
0 < b5 sy = T 2L/ By + Vit (70,0,

0<c) = ri,hj(k)(T(“),p( >)(T<“>) i=1,2.

i,k,J
Note that the functions r,i'{), r](';k) in (16) and (17), and

Z(Z)] (k) are concave. Then the function r](”) & 10 (18) is also

concave as minimum of two concave functions [37].

B. Successive EV’s wiretapped throughput function upper
bounding approximation
Applying the inequality (70) in the appendix yields

E K K
P 0505 (03 /p” + 1)

pr(p) < diin
k
2 p7(p), 19)
b2 — 1/(1+ 25 (”)) z " =p;(f)/>\k(p(“)).
Analogously,
(x)
PEa(P) < —ali 0.555” (s /5y + Pty
< —a
j o ) (P)

2 p (p) (20)

and

E.(r) [ 2 () (r)
B, OO0k i Py /Prj + Prjon)

C. Path-following algorithm

By using (16), (17), (18) and (19), (20), the secrecy through-
put functions defined by (12), (13) are lower bounded by
convex functions as follows:

(H)(
(H)(

pg(T, p)

7

,P) —

> 1V

E,(k .
o0 (D) + pre. £ € Lk, ()},
under the trust region

) (r o (p) > 0,0 € {k,j(k)},

while the nonconvex constraint (14) is innerly approximated
by the convex constraint

T,p) — (22)

P) — oy oy (P)i=1,2. (23)
At the k-th iteration the following convex optimization
problem is solved to generate the next feasible point
(r pstD D) for (15):

Pr.c + Pj(k),e < ?“f,l),j(k)(

K —
K2 max f( )(T,p,pc) -
TERY/ ", pER3K/2, p  eRY

; : (%) (%)
o iminmin {pk (r 7p),pj(k)(f,p)} (24a)
s.t. (15¢), (15d), (22), (23). (24b)

The computational complexity of (24) is
O(n*m?® + m3?), (25)

where n = 3K is the number of decision variables, and m =
2K + 2 is the number of constraints.
Note that (7(%), p(*), pt(f”)) is feasible for (24), so

PIHD) > O p) )
= f(r (5) (K)’ ((:K))_

f(li ( /{+1) (m+1)

Therefore,

Fr) et pletl)y >

> f(r) pl) pl),

FO9 41 i), i)

ie. (7t p(“+1)7pgﬁ+1)) is a better feasible for (15) than
(709, p(e) pé")). As a result, the sequence {(7(%), p(*), pgf))}
converges at least to a locally optimal solution of the noncon-
vex problem (15) [38]. Algorithm 1 summarizes the proposed

computational procedure.

E
. < =
Pritr)(P) = —ay i + SIS Algorithm 1 Secure HKS Algorithm
A pE (n)( ) @1) 1: Initialization: Set x = 0. Take any feasible point
kg (k) \P (7(0), p(0), p(o)) for the convex constraints (15¢) and

B\(x) _ ZE(R)E.(x)

where 0 < a . (k) m](k) j(k)

E(r) _E,(k) —E.(k)

bjci) o )1/(1;( )(E)(); xi(’c)
K = ad K

0< ay,. (k) J(k )b (k) —In

(k) —E( ) K
1/(1+ Z, ](k)) Trjk) — p(k7)j(k)//\k,j (k) (p( ))-
(K

All functions p;” ", Pik)

—In (1 —&-x](k())) 0 <
= P\ /Ny (P), and
—E (k) B, (k) _
+Iy (k)) 0 <byjiny =

E
and Pl j() are convex.

(154).

2: Repeat until convergence: Solve the convex optimiza-
tion problem (24) to generate the next feasible point
(T(”‘H),p(”“),pgﬁﬂ)) for (15). Set k := k + 1.

3: Output (T(”),p(“),pg'ﬁ)) as the optimal solution of (15).




D. Particular cases of secure HKS

Under HKS, the insecure (normal) throughput for UE £ is
r,(T, P) + pr,c while the insecure throughput for UE j(k) is
(k) (T, P) + Pj(k),c» Where py. . and p;(y . satisfy

Pk,c + pj(k),c < Tk,5(k) (Ta p)a (26)

instead of (12), (13) and (14). The problem of max-min UEs’
throughput optimization is simplified to

max min = min{rg(7,P) + Pk.c,
TERf/Q,peRiK/2,pCERf k=1,...,K/2 { ( ) '
Tik) (T, P) + Pjk),c
s.t. (15¢), (15d), (26). 27

Thus, Algorithm 2 for solving the problem (27) of max-min
throughput optimization is a particular case of Algorithm 1.
Therefore, the proof of convergence of Algorithm 2 can be
similarly shown as that shown for Algorithm 1 below (25).
The computational complexity of (27) can be expressed as
(25) forn =3K and m = K + 2.

Algorithm 2 Unsecure HKS Algorithm

1: Initialization: Set x = 0. Take any feasible point
(7@, p© ) for the convex constraints (15c) and
(15d).

2: Repeat until convergence: For the functions r,(f) (t,p),
T](.?%)(T,p), and r,(c'f;(k) (7,p) respectively defined from

(16), (17), and (18), solve the following convex op-

timization problem to generate the next feasible point

(T(”+1),p(”+1), pl(f""l)) for (27):

min {r](f) (t,p)

max
TeRY/2 peR¥K/? p eRK k=1, K/2
ok Ty (T D) + Py} (28)
st (15¢), (15d), (28b)
Pk,c T+ Pj(k),c < r](:j)(k) (Ta p) (28¢)

Set k ==Kk + 1.
3: Output (T(“), pt), pgﬁ)) as the optimal solution.

It is obvious that user-pair-wise OMA is a particular case
of HKS for s; ;) = 0 in (3), so VP jk) = 0 in (4).
However, such OMA is not better than the user-wise OMA,
which allocates bandwidth to each user [19]. Furthermore, as
pointed out in [8], NOMA is a particular case of HKS for
8j(ky = 01in (3) so \/Pj(r) = 0 in (4), and py . = 0 in (26) so
Pi(k),c = Tk,j(k)(T,P) because both UEs k and j(k) decode
the message intended for UE j(k). In other words, NOMA
is a particular case of HKS where the common message
is the entire message for UE j(k), so the UEs’ throughput
can be optimized by Algorithm 2 by setting pi,. = 0 and
Tity(T,P) = 0 in (27). Similarly, secure NOMA is also
seen as a particular case of secure HKS, thus its UEs’
secrecy throughput can be optimized by Algorithm 1 by setting
Pr.c =0 and 7 (T, p) = 0 in (12), (13) and (14).

III. INFORMATION AND ARTIFICIAL NOISE TRANSFER FOR
SECURE HKS VERSUS OVERHEARING IN THE ALLOCATED
BANDWIDTHS

One can see from (9)-(11) that PLS is improved with
many more UEs served by the same UAV making the sig-
nal transmission over the whole bandwidth look sufficiently
heterogeneous to the EV. In this section, we consider a even
more favorable circumstance for the EV, under which it is
able to detect the frequency center and the bandwidth portion
allocated to UEs. The signal transmission over the allocated
bandwidth for each pair of users is much less heterogeneous,
making the wiretapped throughput easily high as the EV is
with the best channel condition. Due to poor scattering of
A2G channels as well as signal transmission by a single
transmit antenna, there is no zero space of UEs’ channels
for inserting AN that would help to jam the EV without
interfering the UEs’ desired signals. Under this circumstance,
the work [39] proposed to equip full-duplexes with the UEs, so
while receiving the UAV signal the UEs also send an artificial
noise to confuse the EV. Besides the technical challenges with
providing such full-duplexes it was assumed in [39] that the
EVs’ receive can completely reject the signal sent by their
transmitter that is never practical.

Now, we follow the approach firstly proposed in [13], which
uses the power-signal for energy-transfer to confuse EV. The
UAV uses the fraction 0 < g = 1/t; < 1 of the time-slot
for transmitting information to the UEs and then uses the
remaining fraction (1 — ) = 1/t5 to send an AN to confuse
the EV.

For computational tractability, which will be clear in the
later development, in this section, the power allocation to sg,
Sj(k) and sy j(x) is respectively denoted by 1/\/pk, 1/,/Dj(x)
and 1/ /Pk.j(k) While the bandwidth portion is denoted by
1/7k. Accordingly, the equation for the received signals at
UEs k and j(k) over the shared bandwidth B/7; during the
time fraction 1/¢; is the following instead of (4):

[ Yk } _ [ 9k } Sk ik Skgh) [ K } .

Yi(k) 9itk)] \ VPt /Djk)  /Pk,jk) (k)
(29)

Let T = (Tla cee 7TK/2)T and P = {(pkapj(k)apk,j(k)> k=

1,...,K/2}. As the UEs are aware of the UAV transmission
nature, they use (29) for decoding sy ;1) s and s;(x) with

the throughput %rk,j(k)('r,p), %rk('r,p), and %rj(k)('r,p)

with
T i) (T, P) 2 min{ry g i) (7, ), 2k (T, )}, (30)
where
o)=L (1 . )ii=1.2
Tik,j(k T,p)= —n 0= 1,4,
i) Tk Dh.j(k)Vik,j(k) (T, P)
( ) OB 1 1
ki (Tp)=——+—+ —
Lkj ()T P loe>m PR Pig)
OB 1 1

Vo kj(k) (T, P) =

_|9j(k)\27k ZTk pj(k)’



and

1 1
rk(Tv p) Th 3t ( + kak(T7p>> )

1
V(T p) = 0 : 31)
l9 2T Djcky
and
1 1
ripp)=—h|(l+ ——— ),
39 (T P) Tk < pj(k)l/j(k)(‘ﬁp))
o 1
Vig) (T,p) = —— (32)

PN
|gj(k)| Tk Pk
instead of (5), (6), and (7).
The wiretapped signal by the EV over the bandwidth B/
during the time-fraction 1/t = pu is

E1 Sk S3(k) Sk,j (k) E
Yy =9E +ny, (33)
¥ (\/pk VPj(k) Mpk,j(k))

and that during the time-fraction 1/t; =1 — p is

Z/;;E’Q = gpdy +ng, (34)

where dy, is the artificial noise of power 1 /pkE that the UAV
sends to confuse EV and nkE is the EV’s background noise of
the power og /7.

Since the EV overhears the time-slot-wise UAV signal, the
signal yf’Q is considered as an AN. The noise power in
decoding si, s;(x) and sy ;) by the EV is

lge* | oB

toapfE Tk

For p? £ (p¥, ... ,p}E(/Q) and t £ (t1,t5), the EV decodes
Sk,j(k)» Sk and s;(x) with the throughput

(35)
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Thus, the secrecy throughput for UE £ is

1
i (1,0, p",t) & [—ri(r,p)—rf (1. p, P".8)| T+ ., (42)

tq

and the secrecy throughput for UE j(k) is

ol

1
F T (T P) i (TP, p" )]
(43)

Tf(k) (Ta p, pEa t)

S
75k,

where 77 and 7, _ satisfy

,C

1
rg,c +rf(k),c < [Erk,j(k) (Tv p) _Tlgj(k) (Ta p, pEat)]+7 (44)

because [ (k) (T, P) — r,fj(k)(r, p,pZ,t)|* is the secrecy
throughput of sy, j()-
Instead of (15d), the power constraint is

K/2

>

k=1

1 N 1 1 1
tipk tapf

] <P, (45)

+
tipjk)  t1Pr,j(k)

which is imposed with the additional physical power con-
straints

K/2
1 1 1
> (—+ + ) <3P, (46)
k=1 Pk Pitk)  Pkj(k)
and
K/2
— <3P. (47)
=1 Pk
The constraint for ¢; > 1 and 9 > 1 is
1 1
S <l 48
tq + to “48)
Let 5 2 (ric,rf(k)’c)k:l _____ k2. Instead of the problem

(15) of UEs’ max-min throughput optimization, we consider
the following problem of UEs’ max-min secrecy throughput
optimization:

TER«T/IZI}::?R?;K/Q, / (T,p,p ’t’rc> =
pPeRY/? teRr?,
rS eRK
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st (44) —(48), (49b)
K/2
Z — S 1a (49C)
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where thanks to using 1/¢; for expressing time-fractions,
and 1/p; and 1/pEF for expressing power allocations, all
constraints (44)-(48) and (49c¢) are convex. Like (15), the com-
putational difficulty of (49) is concentrated on its UEs’ secrecy
throughput functions that make the objective function (49a)
nonconcave and the constraint (44) in (49b) nonconvex, which
are much more complex than the UEs’ secrecy throughput
functions in the previous section.

Let (T("),p("‘),pE’(“),t(”),rf’(ﬂ)) be the feasible point for
(49) that is found from the (x — 1)th iteration.



A. Successive UEs’ throughput function lower bounding ap-
proximation

Applying the inequality (66) in the appendix yields the
following lower-bounding concave function approximations
for UEs’ throughput functions:

1 (k) (k) vk (T, P) Pk
l > p (o I P) Pk
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Ity — P,
2 f7(r,p.t). (50)
and
1 (%) (%) Vi) (T, P)
Zr > ol ppl) (g RO
77w (TP) 2 aj + b, V300 (7, p)
Djk) (k) (k)
~ e | TGt T g T
Pj(k)
and
1 o1 1
Hrk,j(k)(’ﬂ p) = mln{aﬁ,k,j(k)(”'» P); ETQ,k,j(k)(”U P}

= min{ {3 50 (TP S350 (72 E)}

with
(r) (n) (k)
fz k,j(k ( Pt) = A kji(k) + bi,k,j(k)
o o ikiw(T:P) Ph,j(k)
Vi k() (70, pO9)) p,(fj)(k)
(k) (k) S
— )t = A T i =1,2, (53)
where
0<al = 3 (7R )y,
Re)
1
(5) _ 1
0<b (9 0
t (1 + Vk( y D )pk )
" 1
0<c = re(r), pt),
t(“))Q
1
1
0<d” = o e ),
b Ty
and
() 3 k) o (k
0< a](k) = mrj(k)(T( )7p( ))7
1
1
0< bl =
(k) K K “ w K )
T (1 g (78, p))ple))
() 1 k) (K
0< Cj(k) = ) 2Tj(k)(7-( )’p( ))’
()
1
0< d Tj(k:) (T(K)7p(ﬁ))7

J(k) B tgH)Tlgn)

and, for ¢ =1, 2,

() 3
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B. Successive EV’s wiretapped throughput function upper
bounding approximation

In regard to EV’s wiretapped throughput functions in (36),
(37), and (38), applying the inequality (67) in the appendix
yields their following approximations

E E GEV(K) bkE’(K)
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re(mppY) < Th tipeTivy (1,0, PP 1)
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affine lower bounding approximation of the nonlinear function
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Applying the inequality (68) in the appendix for x =1, y =
Pj(k)> # = Zj(k) and T = t(1 Y= Pﬁ-&)’ z R)/t(n) ( (k)
yields the following inner convex approximatlon for the non-
convex constraint (55a):

1 1 X (s t :
~ < 4— g (;%(k)_ 1 Pik) -
T (%) ®)(R) ~ 4m) T (R J
Tk Tk 1 Pj(k)
(56)

Analogously, the nonconvex constraints (55b) and (55c¢) are
innerly approximated by the following convex constraints:

1 .
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Tk T, Ty tq Pre.jih)

Zk,5 (k) >0, (57)
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C. Path-following algorithm

By using (50), (51), (52) and (54), (59), the secrecy through-
put functions defined by (42), (43) are lower bounded by the
following concave functions:

rS‘(“)( 7,p,p",t )
f[ ( P, ) f (K)( 7P7PE7taZ)
+r£,c7£ €{k.j(k)},

i (r,p,pP.t)
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under the trust region

7 p,t)— 1, p,pP t,2) > 0,0 € {k, j(k)}. (62)

Also, by using (52) and (61), the nonconvex constraint (44) is
innerly approximated by the convex constraint

(k)

’l‘f’c'f"rf(k)’c < fi(,'z%j(k)(T»P) fk](k)(T»p»pE»th)vi =1,2.
(63)
At the k-th iteration the following convex optimization
problem is solved to generate the next feasible point
(T(K+1)7p(n+l)7pE,(n’+1) H(r+1) Tf,(rﬁl)) for (49):

50 (1 p, pP t,rd 2) =

max
TeRY/? peri/?,
P e]RK/2 teR?,
s E]RK zeRiK/Q
min  min {rs’('{)('r p,p%,t,2)
k=1, ... K2 k s My s Uy )
. p” 2) | (64a)
s.t. (45) — (48), (49¢), (56) — (58),
(60), (62), (63). (64b)

Algorithm 3, which like Alg. 1 converges at least to a locally
optimal solution of the nonconvex problem (49), summarizes
the proposed computation. The computational complexity of
(64) can be expressed as (25) forn = 5K +2 and m = 4K +5.

Algorithm 3 Information and AN transfer algorithm

1: Initialization: Set x = 0. Take any feasible point
(T(U),p(o),pE’(O),t(o),rf’(o)) for the convex constraints
(15¢), (45)-(48),

2: Repeat until convergence: Solve the convex optimiza-
tion problem (64) to generate the next feasible point
(T(m+1)’p(n+1)7pE,(n+l)7t(n+1)7r§v("€+1)) for (49). Set
K:=kKr-+1.

3. Output (709, p¥) pB:(x) (%) 1 2()) 4 the optimal so-
lution of (49).

IV. NUMERICAL EXAMPLES

This section presents simulation to show the performance
of our proposed methods. There are K = 20 UEs, which
are randomly placed within the cell of the radius R = 300
meters. Specifically, K/2 nearer UEs are randomly placed
within the circle of the radius 110 meters, while the remaining
K /2 UEs are randomly placed in a concentric zone with the
radius ranging from 240 to 300 meters. The UAV altitude is
h = 150 meters and the antenna beamwidth is set to 27 /5 rad.
The channel power gain at a distance of 1 meter incorporates
1.42x10~* path loss and antenna gain 2.2846 [40]. The Rician
factor Kr = 10 is set and the path loss exponent is o = 2 [35].
Other settings are 02 = 02 = —174 dBm/Hz for the noise
power density, and € = 10~ 4 for the algorithms’ convergence.

To weight the pros and cons of each particular signaling
scheme, we consider two scenarios for UEs. In the first
scenario called UE scenario I, each nearer UE is paired with
a farther UE so that the channel conditions of the paired UEs
are distinct. In the second scenario called UE scenario II, only
K/2 nearer users are considered and served, which are in



similar channel conditions, Thus, in scenario II, any UE is
paired with its nearest UE, so that the channel conditions of
the paired UEs are similar. HKS-1, NOMA-1, and OMA-1
refer to HKS, NOMA and OMA under the UE scenario I,
while HKS-2, NOMA-2, and OMA-II refer to HKS, NOMA
and OMA under the UE scenario II.

A. Max-min users secrecy throughput optimization over the
whole bandwidth

This subsection analyzes the users’ achievable minimum
normal and secrecy throughput under the EV’s overhearing
over the whole bandwidth as described Section II. Fig. 2 plots
the achievable UEs’ minimum secrecy throughput and normal
throughput versus the transmit power budget P under UE
scenario 1. The achievable UEs’ minimum secrecy throughput
increases with the transmit power budget P in all schemes,
but of course is worse than the achievable UEs’ minimum
normal throughput. For both kinds of throughput, the HKS’s
performance coincides with that of NOMA while the OMA’s
performance is the worst. Thus, NOMA is preferred as it is
simpler than HKS.

Fig. 3 plots the achievable UEs’ minimum secrecy through-
put and normal throughput versus the transmit power budget
P under UE scenario II. It is clear from Fig. 3 that HKS
significantly outperforms NOMA and OMA, while NOMA’s
performance is almost the same as OMA’s. This is quite
expected because NOMA is not efficient under similar UEs’
channel conditions with this UE scenario. Thus, HKS is
preferred in this scenario.

Fig. 4 plots the bandwidth allocations 75 in HKS-1, OMA-
1, and NOMA-1 with P = 20 dBm. Note that UE k& and
UE j(k) = k + K/2 share the fraction 75 in HKS-1 and
NOMA-1, but all UEs are allocated by separate bandwidths
under OMA-1. The allocations under HKS-1 and NOMA-1 are
seen similar. In addition, Fig. 5 plots the power allocation to
the UEs. Under NOMA-1, the information s; for the farther
UE k € {1,...,K/2} is allocated a very small power py
because there is already no interference in decoding it. Fig.
5 also shows that most of power is allocated to the common
message sy, () (the power column for UEs k € {1,..., K/2}
is pg,j(r)> Which is allocated to sy j(x))-

Fig. 6 plots the secrecy throughput ri(7,p) — p£ (p) and
i) (T, P) — pJE(k) (p) of the private messages s; and s;(x)
in (3), while Fig. 7 plots the split secrecy throughput py, . in
(12) and (13) for P = 20 dBm. By (14), prc + pj(k),c is the
secrecy throughput of the common message sy, ;) in (3). One
can see that the throughput of the farther UE j(k) comes from
the throughput of the common message sy, ;(r) mainly but not
from the throughput of its private message s;(x). Meanwhile,
Fig. 7 also shows that the throughput of the nearer UE £ is still
beneficial from decoding the common message sy, ;(x). When
the channel conditions of UE k and UE j(k) are differentiated,
such benefit is not sizable because NOMA-1, which allocates
the entire throughput of the common message sy ;(x) to UE
j(k), achieves similar UEs’ secrecy throughput according to
Fig. 2. However, the performances of HKS and NOMA will be
differentiated if the channel conditions of UE k and UE j(k)
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Fig. 3. Achievable UEs” minimum throughput versus the transmitted power
budget P under UE scenario II.

are not differentiated. According to Fig. 3, NOMA-2 cannot
perform better than OMA-2 and both of them are clearly
outperformed by HKS-2, under which all UEs are beneficial
from decoding the common message sy, ;) according to Fig.
8.

B. Max-min users secrecy throughput optimization over allo-
cated bandwidths

Next, this subsection evaluates the achievable minimum
user secrecy throughput under the EV’s overhearing over the
allocated bandwidths as described in Section III. Fig. 9 plots
the trend of the achievable UEs’ minimum secrecy throughput
and normal throughput versus the transmit power budget P
under UE scenario I. As expected, HKS-1 and NOMA-1
perform similarly and outperform OMA-1 thanks to the UEs’
differentiated channel conditions. Besides, we examine the
impact of the UAV altitude on the achievable UEs’ minimum
secrecy throughput and normal throughput. From Fig. 10,
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it can be seen that the achievable UEs’ minimum secrecy
throughput and normal throughput decrease with the UAV
altitude in all schemes. To the normal throughput, the feasible
lowest attitude undoubtedly results in the best performance,
since the channel attenuation is the smallest.

Fig. 11 plots these throughput under UE scenario II with
similar channel conditions, which shows that HKS-2 clearly
outperforms NOMA-2 and OMA-3. The latter two perform
similarly.

Fig. 12 plots the bandwidth allocation 1/7; for max-min
secrecy throughput optimization in HKS-1, NOMA-1, and
OMA-1 with P = 20 dBm. Recall that each UE is allocated a
separate bandwidth under OMA-1. Similar bandwidth alloca-
tions are observed with HKS-1 and NOMA-1. Further, Fig. 13
plots the power allocation to each UE. Like Fig. 5, NOMA-1
needs to allocate a very small power to the private messages
for the nearer UEs, while HKS-1 allocates most power to the
common messages. Fig. 14 plots the power allocation to AN
transfer to confuse the EV. Compared to Fig. 13, it can be
seen that AN is allocated more power than the information
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under UE scenario 1.

messages are. HKS-1 and NOMA-1 result in similar power
allocation to AN. Fig. 15 plots the total power allocation of
each pair under UE scenario I. Under OMA-1, since each UE
has distinct bandwidth, each UE communicates with the UAV
separately. The total power allocation under HKS-1 is seen
similarly to that under NOMA-1.

C. Algorithm convergence

The convergence behavior of Algorithm 1 is illustrated by
Fig. 16. Obviously, the achievable UEs’ minimum secrecy
throughput converges monotonically after each iteration. It
is observed that OMA achieves the fastest convergence rate
under each UE scenario, where OMA-1 and OMA-2 require 9
iterations and 13 iterations, respectively. In addition, NOMA-
1 and NOMA-2 take no more than 20 iterations to converge.
HKS-2 experiences a bit slow iterations to achieve better UEs’
minimum secrecy throughput.
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V. CONCLUSIONS

In this paper, we have considered the physical layer security
for UAV-enable multi-user communication. The HKS has
been first proposed for UAV-enable communication, which
can outperform both NOMA and OMA in terms of users
throughput. Since it is impossible to insert the AN in the
null space of the desired users channel for a single-antenna
UAY, a new scheme of information and AN transfer has been
proposed to ensure secure communication. The problem of
jointly optimizing the time-fraction, power, and bandwidth
allocation to maximize the users minimum secrecy throughput
has been solved by the efficient path-following algorithms with
new inner approximation techniques. Numerical results show
the effectiveness of our proposed methods and algorithms.
Considering wide-area coverage applications, the problem of
UAV trajectory design along with the joint optimization of
time-fraction, power, and bandwidth allocation allocation can
be the subject of future research.

APPENDIX: FUNDAMENTAL INEQUALITIES
The following inequalities were proved in [41]

1 2 1
—In(1+1 > —In(1+1/zy — 2 -2/
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- z+1 z+1
forall z >0,y >0,7>0and z >0,y >0, 7> 0.
Another inequality
1 1
>(4—x—y—> Vo >0,y >0,z >0,
TYz — TYZ Ty Zz
z>0,y>0,z2>0 (68)

follows from the convexity of the function 1/zyz on the
domain z > 0, y > 0 and z > 0.

Replacing 1/7 — 7, 1/T - 7 and 1/z — z and 1/Z — T
in (65) leads to
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