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ABSTRACT 

Electrical distribution networks are becoming increasingly 

complex systems.  The addition of embedded generation, 

sustainable energy projects, demand side participation 

schemes and smart metering require the system operator to 

gather an unprecedented level of information in real-time 

from their network.  Current SCADA technologies, such as 

power-line carrier or slow scan UHF telemetry, have a low 

throughput (or bandwidth) and would be overwhelmed 

given the task of providing data service to the volume of 

devices needing telecoms that are predicted to be installed 

on the power system in the short to medium term.  This 

paper examines alternative and emerging solutions to 

providing telecoms access to remote devices, with a focus 

on IEEE 802.16 “WiMax”.  WiMax has been gaining 

momentum over the last few years as a solution in fixed 

“last mile” environment, providing broadband internet 

access to rural homes and businesses, as it provides 

excellent geographic coverage for a reasonable capital 

investment. 

INTRODUCTION 

The distribution network is undergoing rapid evolutionary 

change.  Embedded generation  traditionally accounted for a 

relatively small capacity on the UK and Irish electrical 

systems.  However, recent economic and environmental 

incentives have seen a substantial increase in the use of 

embedded diesel generators, wind energy and combined 

heat and power.  In Northern Ireland alone, there are over 

140 MW of diesel generators for peak-lopping duty (7.5% 

of peak demand) [1]. 

 

This has radically altered the distribution network 

landscape.  Where previously the distribution network could 

have reasonably been considered a simple unidirectional 

system, delivering power from substation to consumer, now 

a typical distribution network is a complex entity with 

intricate power flows.  In order to manage, protect and 

control this emerging network, a scalable system of 

telecoms needs to be established. 

 

Many power system  protection  and monitoring devices 

being installed today are compatible with the IEC 61850 

communication standard.  Unfortunately, due to the lack of 

availability of telecoms, this resource is generally under 

exploited by the system operator. 

 

Availability of telecoms also makes possible new protection 

techniques. For embedded generation, the UK electricity 

supply recommendations make recommendations on the 

method  of  ‘loss-of-mains’ protection [2], which detects 

when utility supply is lost.  In practice these technologies 

have demonstrated a questionable performance history, as 

discussed in [3] but may be substantially improved using a 

differential scheme such as [4]. 

 

Demand Side Participation systems, which manage 

controllable loads to make best use of variable energy 

sources such as wind, are dependent on reliable, secure 

telecoms. 

 

Queen’s University Belfast and The University of  

Manchester are considering the possibility of a complete 

active distribution network solution featuring phase control 

of embedded generators.  This scheme  is dependent on 

access to a geographically widely available, scalable, real-

time telecoms network. 

 

This paper presents the telecommunications options 

available to enhance the operation of the distribution 

network.  WiMax is proposed as a candidate last-mile 

technology and its characteristics discussed.  An assessment 

of the feasibility of constructing a physical network 

exclusively for a single utility versus creating a Virtual 

Private Network (VPN) on the incumbent network is 

presented. 

CANDIDATE TECHNOLOGIES 

There exist numerous means of signalling data over long 

distances.  This section considers the most common used by 

utilities. 

Fixed line voice telephone communications 

Data communication over fixed voice telephone links rely 

on modem signalling.  This requires that the device 

initiating communication dial the number of a host and 

established connection.  Depending on the quality of the 

line, a connection speed of at most 56 kbps can be expected. 

Latency is of the order of 100s of milliseconds. 
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Simple applications requiring very basic communication 

often simply modulate the voice bandwidth of the line with 

tones.  When the lines are leased and directly connected, 

latency is governed by the propagation delay of the 

electricity on the wire. 

 

The UK’s main telephone company, BT, is switching its 

entire network to Internet Protocol,  named the 21
st
 Century 

Network (21CN).  This includes voice signals, which will 

be delivered with a maximum  latency of 150 ms [5] with a 

goal to achieve less than 25 ms [6].  BT has suggested they 

will cease to offer directly connected lines. 

 

While modems will still be able to operate on this system, 

voice telephone lines for data are viewed as an obsolete 

service. 

Mobile \ Cellular telephone communications 

The basic GSM system only allows 9.6 kbps of data at 

maximum  signal quality, but enhancements such as EDGE 

(Enhanced Data Rates for GSM Evolution) and HSDPA 

(High-Speed Downlink Packet Access) theoretically 

increase this speed to 14.4 Mbps.  In practice, a speed of 

512 kbps would be considered good operation.  Mobile 

telephone companies also try to adhere to the 150 ms delay 

time for voice [5]. 

 

Mobile telephone networks do not guarantee service.  

Persons attending a large public gathering will be familiar 

with the inability of the network to service the large number 

of calls.  This makes them unsuited to carry essential power 

system data. 

Professional Mobile Radio 

Professional Mobile Radio (PMR) systems are dedicated 

mobile communications systems designed to be used by a 

specific organisation or company, for example the 

emergency services (police, fire and ambulance).  Utility 

companies use PMR systems for microwave data and 

SCADA.  UHF scanning telemetry SCADA systems 

typically offer 9.6 ~ 19.2 kbps.  Latency is of the order of 

seconds, as devices are polled in series.  This is too slow for 

real-time control applications. 

Internet Protocol packet switched networks 

Packet switching is a telecommunications technique, in 

which data is split into containers called packets which are 

then routed over a shared network.  This means that 

dedicated links are not required for each individual 

application.  Instead, logical connections are made over the 

shared medium.  Internet Protocol is one of the most 

pervasive routing techniques. 

 

It was shown in [7] that current Internet services offered 

over ADSL (by telephone line) achieve delay times less than 

40 ms, while emerging services offered by WiMax 

(microwave link) would take 340 ms.  More recent analysis 

 has  shown  a marked improvement  in the WiMax service, 

with delays now reduced to circa 80 ms and below. 

 

The bit-rate of these services reaches a theoretical 24 Mbps 

for ADSL and 75 Mbps for WiMax, depending on limiting 

technical factors.  For both, a speed of the order of ~5 Mbps 

is considered typical. 

 

Internet Protocol based systems offer incredible flexibility 

and low cost versus the latency and throughput available.  

This is due to the massive global economies of scale in 

adopting the worldwide Internet Protocol standards. 

WIMAX CHARACTERISTICS 

Background to WiMax 

Following the success and almost universal adoption of  

WiFi (802.11 a/b/g) on the local area network (LAN),  it 

became clear to equipment vendors and standards groups 

that demand existed for similarly flexible and utilitarian 

standards in the metropolitan area (MAN).   

 

The IEEE standards board established the IEEE 802.16 

working group in August 1998 to develop standards 

appropriate to fixed broadband wireless access (BWA or 

FWA). The first standard (802.16-2001) was released in 

April 2002, dealing with point to multipoint (PTMP) line-

of-sight (LOS) propagation in the 10-66 GHz band using 

Single Carrier (SC) modulation.  

 

To facilitate non line-of-sight propagation (NLOS) 802.16a 

was ratified in 2003. This amendment allowed for operation 

at lower frequencies (2-11 GHz) and the physical standard 

was extended to use OFDM. 802.16d was released in 2004, 

harmonizing some aspects of the 802.16 standard with the 

European HIPERMAN and consolidating previous 

revisions. For the current generation of licensed “last mile” 

broadband installations, this is the de-facto standard. In 

recent times, attention has surrounded IEEE 802.16e-2005, 

referred to as “mobile WiMAX”. This standard was 

released in 2005 and a number of further consolidations and 

amendments are under way, including 802.16 Rev 2 and 

802.16m.      

 

Alongside the standardized developments in WiMax, a 

range of proprietary FWA solutions have emerged, many 

using adaptations of the original 802.11a protocols. 

Performance 

The current allocation of spectrum in the UK allows for a 

single FWA operator in the 3.5 GHz band. It would be 

feasible for a utility operator to seek access to licensed 

spectrum; this option is not further considered in this paper.  
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A proliferation of products has emerged using a portion of 

the spectrum available for “light licensed” use (5.725 to 

5.850 GHZ), referred to as Band C. The performance 

figures quoted in this paper are based on Proxim MP11 

equipment using Band C. 

 

- Frequency: as a general rule, the lower the available 

frequency band, the further a signal will propagate and the 

better the building penetration. 

- Channel availability: the available bandwidth within any 

frequency band is a finite resource. A typical 5.8 GHZ site 

using 20 MHZ channels could conservatively use three 120° 

sectors with an aggregate throughput of around 36 Mbps per 

sector. 

- Power: the maximum range of a FWA link is limited by 

the receiver sensitivity and the directional transmission 

power. The Equivalent Isotropic Radiated Power (EIRP) of 

any system will be limited by license or regulations. In the 

UK this limit is currently 4 W [8]. 

Effective range from a single site 

In assessing the feasibility of any design, the range of 

coverage from a base station and the individual and 

aggregate throughputs are critical parameters. Although 

microwave links can be established without line of sight 

(NLOS), anecdotal experience in the field suggests that at 

5.8 GHZ adequate performance in range and throughput can 

only be achieved with line of site (LOS) to the base station. 

The published sensitivity figures for the test equipment 

subscriber unit (SU) are -77 dBm to achieve maximum 

throughput (36 Mbps nominal, ~24 Mbps actual or 12 Mbps 

each way symmetrical) and a bit error rate (BER) of 10
-6

. 

 

The simple formula for free space path loss (FSPL) 

attributed to Friis [9] and adjusted for metric units is:  

 

dBdfLp log20log204.32 ++=  

 

Where f is the frequency in MHz and d is the distance in 

kilometres. A typical frequency of 5.745 GHz over a 

distance of 11 km will give a FSPL of 128 dB. 

 

To calculate the power at the receiver, add the gains of the 

antenna and subtract the losses of cables and FSPL. 

 

rtrtptr LLGGLPP −−++−=  

 

Where Pr is the signal at the receiver, Pt the signal at the 

transmitter, Lp the free space path loss, Gt the gain of the 

transmitting antenna, Gr the gain of the receive antenna, Lt 

the losses at the transmitter and Lr the losses at the receiver. 

 

Inserting typical values for a 120° sector antenna (Gt = 15 

dB), a consumer unit (Gr = 23 dB) assuming an initial 

transmitter power of 13 dBm and ignoring losses, the path 

loss equation becomes: 

 

dBmPr 77231512813 −=++−=  

 

It is normal practice to consider a fade margin to allow for 

variations in signal level; in this case the effect of a received 

signal level (RSL) of -87 dB would be a drop of maximum 

throughput to 9 Mbps nominal, actual throughput probably 

6 Mbps or 3 Mbps each way. 

 

It is interesting to consider the maximum theoretical range 

of the equipment. The most extreme published sensitivity 

figures for the test equipment subscriber unit (SU) are -94 

dBm to achieve throughput of 1.5 Mbps nominal, about 

1 Mbps actual or 0.5 Mbps each way symmetrical and an 

error rate (BER) of 10
-6

.  Using the same antenna and 

frequency, this implies that some sort of data throughput 

might be possible up to 75 km away (although a 10 dB fade 

margin would again require us to drop the maximum range 

to 24 km). 

 

One production link in use in Donegal, Ireland, operates 

over water for 60 km at 10 Mbps (with an allowable EIRP 

in the Irish Republic of only 2 W).  Anecdotally, the link is 

reliable but quantitative figures are not current available. 

Indications to date suggest that up to 20 km, a 10 dB fade 

margin is conservative.  In conditions where the base and 

receiver site are separated by a body of water, care must be 

taken in locating antenna such that the water surface is not 

visible from either location. Data from such units shows 

unpredictable variation of greater than 20 dB (e.g. a unit 

with a typical RSL of -77 dBm may experience a total 

outage). 

COVERAGE USING EXISTING UTILITY 

SCADA SITES 

In designing any last mile radio network, the location and 

availability of sites will be a constraining factor.  

 

The coverage from existing Northern Ireland Electricity 

(NIE) SCADA sites has been considered. Sites have been 

located and a coverage map created using a commercial 

radio planning tool (ATDI ICS Telecom with topography 

based on SRTM data), Figure 1. As a first exercise, sites 

with redundant coverage (3) in the Belfast area have been 

removed. Coverage limits have been set to 30 kilometres to 

determine LOS and an antenna height of 20m has been 

assumed. 

 

Many of the NIE sites are at a low level; they were designed 

to operate at UHF frequencies and line of sight between 

transmitter and receiver was not a requirement.  Using Band 

C, line of sight is essential and utility SCADA sites may not 

be ideal locations for base stations of the last mile network. 

The 30 kilometre limit leaves a radio shadow on the north 
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east coast, as site 5 (Mull of Kintyre) remains just out of 

range.   

 

 
Figure 1 WiMax coverage using 15 UHF SCADA sites 

MULTI-UTILITY NETWORK USING VIRTUAL 

PRIVATE NETWORKING 

The geographic limitations of using utility SCADA towers 

for WiMax make such a proposal unfeasible.  Furthermore, 

duplication of resources in the presence of an incumbent 

WiMax operator is unlikely to yield many advantages, 

technical or economic.  Figure 2 shows the 2009 WiMax 

coverage available in the province of Ulster in Ireland.  This 

system is owned and operated by NWE Wireless Networks. 

Some thirty sites are currently planned for Northern Ireland 

with an expectation of ubiquity of coverage. 

 

 
Figure 2 WiMax coverage using preferred sites 

 

By operation of a VPN over the NWE network it is possible 

for the utility to emulate a LAN over the open connections 

of the WiMax network, creating virtual circuits. 

 

The VPN eliminates the need for an expensive region by 

region roll-out of WiMax service and allows for tunnelling 

over other media, including ADSL.  This makes the 

distribution network communications fully transparent to the 

application. 

CONCLUSION 

This paper has discussed the need for greater penetration of 

telecommunications in the power system distribution 

network.  Present day technologies such as fixed voice 

telephone lines, mobile telephony networks and 

Professional Mobile Radio do not meet the requirements for 

bandwidth, latency, reliability and scalability. 

 

Internet Procotol solutions such as ADSL and WiMax are 

strong candidate technologies for implementation on the 

distribution network, with ADSL being favourable in 

populated areas where it is an established technology, but 

WiMax being the preferred media for rural areas where 

many of the emerging applications are presenting 

themselves. 

 

The continuation of this research will include an 

experimental examination of the performance of real-time 

control, real-time protection and real-time monitoring using 

live data over WiMax between Tappaghan, Co. Fermanagh, 

Northern Ireland ; Letterkenny, Co. Donegal, Ireland; and 

Queen’s University Belfast. 
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