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Physical Layer Security in Cooperative Energy
Harvesting Networks with a Friendly Jammer

Tiep M. Hoang, Trung Q. Duondsenior Member, |IEEE, Nguyen-Son Vo, and Chinmoy Kundu

Abstract—In this paper, we consider a cooperative wireless
network consisting of a source, multiple intermediate enegy
harvesting nodes and a destination, in the presence of a pas-
sive eavesdropper. First, the intermediate nodes use thenie
switching-based relaying protocol to harvest energy from he
source signal. Then, a pair out of intermediate nodes are
selected as a relay and a jammer to transmit confidential and
jamming signals to the destination and eavesdropper. Undehese
assumptions, we evaluate the system performance in terms of
secrecy outage probability.

Fig. 1. The system model of interest.
Index Terms—Physical layer security, energy harvesting.

simultaneous use of both relay and jammer was not taken into
account in these works. To the best of authors’ knowledge, th
Physical layer security (PLS) and energy harvesting (Egle of such TSR circuitries in both-relay-and-jammereaid
have been attracting a great deal of attention from the meetworks is not conducted by any previous work. Note that,
searcher community. While the objective of PLS is to guaraaithough the impact of light-of-sight (LOS) on the harveste
tee and enhance confidential messages [1]-[4], that of EHeisergy loss in the context of energy harvesting has recently
to utilize the harvested energy of wireless received sgf@l emerged as one important topic [6], it is not considered in
information processing [5]. Although each topic has beelt wehis paper. With many individual aspects of both security
investigated as an individual body of knowledge in literafu and energy harvesting, we choose not to investigate the LOS
it is only recently that their combination has been emerged factor. Instead, we aim to highlight the secure performance
an attractive research approach [1]-[4]. when considering intermediate nodes equipped with energy
In [1], the authors considered a secure network usingharvesting circuitries. Furthermore, we examine the foithg
multiple-antenna relay which is capable of harvesting g@ner two schemes: i) the best relay is chosen for forwarding the
In [2], a friendly jammer with the ability of harvesting elggr retransmitted signal while the jammer is random; ii) thetbes
was used to resist eavesdropping. Meanwhile, the authorgammer is chosen for interfering with the eavesdropper evhil
[3] designed artificial noise for both interfering with ursiled the relay is random. Based on the two schemes of interest,
destinations and being cancelable at the intended receiwee evaluate the secure performance through the security
Besides, energy harvesting was also discussed in relationotitage probability (SOP). We demonstrate that the system
the security of each individual subcarrier in an orthogonpkerformance deteriorates in terms of security if the amount
frequency division multiplexing access network as in [4pf time used for energy harvesting is much larger than that
Motivated by these work, in this paper, we study the secuused for information processing and vice versa.
performance of a cooperative relaying network which cdssis
of energy harvesting nodes. Different from [1]-[3] which Il. SYSTEM AND CHANNEL MODEL

used only one intermediate node, we utilize two intermediat \We consider a cooperative wireless network, which consists
nodes (i.e., a relay and a jammer) for improving the gat¥ one sources, one destinatioD, one eavesdroppét, and

of desired channel gain and simultaneously interferindiwitys + 1 intermediate nodeg;, (i = 1,2,....,M + 1) using

the eavesdropping channel. In [2] and [4], the authors difbcode-and-forward protocol. We assume that the direkt lin
not consider the relaying protocol usitigne switching-based petween S and D is not available due to bad conditions
relaying (TSR) technique (presented in [5]). Moreover, theind the transmission frorf to D is performed by the help

, _of the trusted intermediate nodés;} 2. All channels are
T. M. Hoang, T. Q. Duong, and C. Kundu are with Queen’s Univer- -

sity Belfast, Belfast BT7 1NN, UK (e-mail{mhoang02, trung.q.duong, as?’umed to undergo Rayleigh fading, and the _Channel power
c.kundd @qub.ac.uk). gain betweenX € {S,I;} andY € {I;, D, E}\ X is denoted
N@Sd Vod is \)Nith Duy Tan University, Vietnam (e-mail: vongery by hxy. Then we can say thdiyy obeys the exponential
son@dtu.edu.vn). S . .
This work was supported by the U.K. Royal Academy of Engimeer distribution with ratel/Qxy, i.e., hxy ~ Exp (ﬁ) For
Research Fellowship under Grant RF1¥18\22, the Newton Institutional simplicity, we setQg;, = Qg7 andQy, g = Q7 g with i # j
’ i j i J )

Link under Grant ID 172719890, Royal Society-SERB Newtoterimational A M + 1 int diat d h d
Fellowship under Grant ID NF151345, and Royal Society Rebe&rant mong + 1 Intermediate nodes, we choose a node as a

under Grant ID RG160302. relay R and another node as a jammér The relay R will

I. INTRODUCTION



transmit confidential signals, while the jammegwill transmit [1l. EXACT SECRECY OUTAGE PROBABILITY

jamming signals. Suppose that D and J cooperate with eachiy thjs section, we consider two transmission strategies at
other such that the jamming signal can be nulled out at D [the cooperative nodes: i) Best relay and random jammer (bR-
In contrast,E has to extract both the confidential information J) and ii) random relay and best jammer (rR-bJ). To compare
from R and the interference froni. the effect of these two strategies on the security perfooman

In the considered network, we employ the TSR protocgk our system, we evaluate the SOP which is given by
presented in [5]. Then, assuming that edg¢tmarvests energy

from S and uses this energy to transmit relaying and jamming

signals, we can express the transmit power,ods Pou=P{Cs <R} =P{yp <fre+(B-1)} ()
p. _ "PshsiaT _ 2mPshsya ) whereyp € {130 E™} yp € {vE 45} and g =
L= 0=—ar2” (1-a) 27-a > 1 with R >0 anda € (0,1).

whereP_S is thg transmit power of,n € (0,1)is th_e_ energy A gegt relay and random jammer (bR-rJ)
conversion efficiency which depends on the rectification pro - i
cess and the energy harvesting circuiifyis the block time in ~ BY Substituting Eq. (3) and Eq. (4) into Eq. (8), the SOP
which a certain block of information is transmitted from th&2an be expressed as

source node to the destination nodeg (0, 1) is the fraction PpOR™ — p {1bR™ o g bR (g 1))

of the block time in which intermediate nodes harvest energ oo _

from the source signal. = / P {hR*D < Phr-p + (6-1) } fhgpe (x)d.
0 1+&hsshie I

A. Best relay and random jammer (bR-rJ) 221 (x) @)

In this strategy, the jammey is first randomly selected
among{I;}+1. Without loss of the generality, we assume LetV £ 1+ ¢hgshyp anda £ 221, we then rewrite the
that the (M + 1)-th intermediate node is the jammef, = function ®,(x) in Eq. (9) as
Iprv1. The relayR* is then selected among the remaining ) o0 Bh
intermediate nodes such that the channel power gain of the(z) :/ {/ Fhpp <— +
R*-D link is largest, i.e., !

s}

E> oo (h)dh] fy(v)dv

L3y (z,v)
hrp £ x| hi,p 2) : (10)
whereh;,  is the channel power gains of thig-D link. Then Where the PDF ob is derived as Eq. (A.2) in Appendix A.
the instantaneous received SNRZatand E are, respectively, 1he function®;(z,v) in Eq. (10) can be calculated as

given by 0 B M
bR-rJ ‘1)2(=’Ua”):/ {165{}3{L <@+ﬂ 1>H
o = (Pr/No)hr<p = {hsp+hrD, (3) 0 Qo \ v &x
BRI _ Prhrp _ Shsr-hrp ) x (1/Sg) exp{—h/Q} dh
L (No+ Pyhjg) 1+&hsshie 1 iem(kﬁ)/(gmm) v (11)
where¢ 2 (277051)31% v+mpB (Qe/Qp)
11—« : —
’ where}> = "M (M) (~1)m~1. Substituting Eq. (11) and
B. Random relay and best jammer (rR-bJ) Eq. (A.2) into Eq. (10), we obtain

In this strategy, the relaR is first randomly selected among Oy (r) =1 Z 2 em(1=8)/(£x4)
{L;}M 11, without loss of the generality, we assume that §Qsile

the (M + 1)-th intermediate node is the relalg = In/11. y /°° v Ko (2\/?) do
The jammerJ* is then selected among th& remaining 1 v+mB(Qe/Qp) siche
intermediate nodes such that the channel power gain of the

— m(lﬂ—B) 4mﬁ 2¢'rn
J*-E link is largest, i.e., =1=) ™ {1 Qs S-10 ( VE )] (12)

hrg = IlnaXM hiE (5)

.....

where ¢,, = ,/%, S_1,0(-) is the Lommel func-

whereh;,  is the channel power gains of tHe-E link. The tion [8, Eq. (10.73.4)], and<,(-) (with n = 0,1,...) is the
instantaneous received SNRs Btand E are, respectively, modified Bessel function of the second kind [9]. It is noted

given by that the last equality is obtained with the help of [9, Egs.
(6.561.16) and (6.565.7)].
AP — (PR /No)hrp = Ehsrhrp, (6) Finally, we substitute Eq. (12) into Eg. (9) and arrive at
Prh ¢hsph —
rR-bJ RI'RE SRI'RE
— = . 7 bR-rJ __ _ _ 4mp %
e No+ Pyhyg 1+ &hsyhyp % Poy™ =1 Z [1 s 010 ( VE )}

(13)

INote thataT" is the amount of time used for energy harvesting, while the 4m(B—1) K 4m(B—1)
remaining of the block time(1 — «)T, is for information processing. X €QeQp 1 £Qs1Qp



B. Random relay and best jammer where v is the Euler - Mascheroni constanfasyn(z) and
By substituting Eq. (6) and Eq. (7) into Eq. (8), the SOPXasyn(z) respectively are the approximate expressions for

can be expressed as S_10(2) and zK,(z) as z — 0. OWlng to the relation
bR-rJ 1RbJ RbI | ¢ = 7155, we havelimp, n, o Pog = lime-1,0 PO,
P =P {75> < 5>+ (8-1)} Applying (19) and (20) to (13), we can obtain the asymptotic
_ /°° b BhrEe (B-1) Fron(@)da expression for the SOP at very high(i.e., 1/¢ — 0) as
0 RD S e T hn r hsn follows:
L9, (z) ngﬂ hlm IPgSt "
(14)
1 4m(B—1) __4mB 2¢m
LetU =1+ Ehgy-hy-g, We then rewrite the functiol () =1 ZK""SV”‘( £QsiCp ) [1 £QsiCp Sasym( Ve )} :
in Eq. (14) as (21)
00 o Bh a 2) Random relay and best jammer (rR-bJ): Applying (19)
Uy (z) = /1 u) Fhpp (— + =) funs(h)dh| fu(u)du  and (20) to (18), we can obtain the asymptotic expression for
the SOP at very higlg (i.e., 1/¢ — 0) as follows:
Wy (z,u) )
@5 PEm= (Jm PO
where thg PDF ot/ is_ derived as Eq. (B.2) in Appendix B. Kk 15-1) Z [1 g (29717)}
The function¥s(z, ») in Eg. (15) can be calculated as asym €951 §QS|Q|D asym\ Ve ) |-
2(z,u) = . TP YT \u 2 Remark 1: If M = 1, the exact expressions Eq. (13) and
% (1/Se) exp {—h/ue} dh Eq. (18) for the SOP are exactly the same. This also applies to
(1—8) /(€x00) u the asymptotic expressions Eq. (21) and Eq. (22) whes- 1.
=1—-e"" v (16)
u+ 5 (/o) B. Special cases of a
Substituting Eqg. (16) and Eq. (B.2) into Eq. (15), we obtain 1) o — 0F: In this case, we haveé — 0 and 3 — 22F.
B)/(€xSp) From (3)-(4) and (6)-(7), the instantaneous SNRsand~g
ZgQS|Q.E approachd. As a resultPq in (8) is approximated as
U , ; _ 2R _
% (9, /ma=1 lim Poy =P {0 <2 x0+(B—-1)} =1. (23)
) /1 u+ B (Qe/p) " ( §sifhe ) du a0 . . L
(s Am3 2,, 2) a — 17 In this case, we rewriteyp = = with
=1- Ze“”ID |:1 - m 1,0 ( NG ):| (A7) ¢, € {27]7\["::5 hsr-hr+D, =% 2nPs hsrhrp} from (3)-(4), and have
Ve = ¢ With ¢y € { tppiaen Shsphne o from (6)-(7).
where f,, £ |/mUHLEE/S0) and the last equality iS ThenP,, in (8) becoiegs foe s E}

obtained with the help olf [9, Eqgs. (6.561.16) and (6.565.7)] 2Rt 1
Finally, we substitute Eq. (17) into Eq. (14) and arrive at  lim Poy= lim P {01 < ——co — Z} =1. (24)

— a—1— té(l—o{)71 t
PrRbI_ {1 _ _dmB g o (ggm)} t—r00
out Z 0l Ve V. NUMERICAL RESULTS
4(8—1) 4(B—1) . : : .
090 K3 < stmm) . (18) In this section, we evaluate the SOP and verify the analysis

through the simulation. Common parameters for both Figs. 2
and 3 are as followsM = {1,10}, n = 0.85, R = 0.25
i . (bitS/S/HZ),Qg =25 Qp=1.5 and Qe =2.1n Flg 2, we
A. High S\R regime show the SOP as a function &% /Ny with o = 0.5. In Fig.

1) Best relay and random jammer (bR-rJ): The exact 3 and 4, we fixPs/No = 15 dB, then respectively showing
expression for the SOP in (13) relies on two special funstiorthe SOP versus € (0,1) andn € (0, 1). Based on numerical
i.e.,S_1,(-) andK,(-). Therefore, using the identities [8, Eq.results, we observe that wheéd increases, the bR-rJ scheme
(10.73.4)] forS_1 0(z) and [9, Eq. (8.446)] foi<; (), we can is more efficient than the rR-bJ scheme in terms of security.
obtain the approximate expressions for; o(z) andzK,(z) Moreover, the secure performance can be further improved
whenz — 0 as follows: when M increases.

2501 2 2 g2 Finally, Fig. 2 verifies the agreement between the exact
S_10(2) = 5ln : (2) +7In ( ) + % t3 = Sasyn(2)  analysis and simulation, while the asymptotic analysiseig/v
(19) close to the exact analysis at high;/Ny. Besides, Fig. 3
shows that settingg — 0% or o — 1~ is not beneficial to the
secure performance. In Fig. 4, the security level of theesyst
{m ( ) - 1} 2 Kasyn(z)  (20) increases withy given that the harvested energy also benefits
2 2 from this parameter.

IV. ASYMPTOTIC PERFORMANCEANALYSIS
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Fig. 2. Secrecy outage probability withY = {1, 10}, n = 0.85, o = 0.5, Fig. 3. Secrecy outage probability with/ = {1, 10}, n = 0.85, R = 0.25
R=0.25 (bitS/S/HZ),QS| = 2.5, Q|D = 1.5 and Q|E = 2. (bitS/S/HZ),Ps/NQ =15 dB, QSI = 2.5, Q|D = 1.5 and Q|E = 2.

VI. CONCLUSIONS

This paper has derived exact and asymptotic expressions
for the SOP in a cooperative secure network utilizing energy
harvesting. Based on analytical and simulation results, we
confirm that the security of the proposed system can be furthe
enhanced with increasing number of intermediate nodes and
increasing the SNR. More importantly, we show that in the
TSR protocol [5], the secure performance deteriorates sig-

nificantly in two casesov — 07 anda — 17. In contrast, :: S
the moren becomes, the more secure and harvested energy ¥ _Simulation
1E-3

performance the system gains. 0.0 02 04 . 06 08 10

o
=

Secrecy Outage Probability
g

APPENDIX Fig. 4. Secrecy outage probability with/ = {1,10}, « = 0.5, R = 0.25
(bitS/S/HZ),Ps/N() =15 dB, Qs| =25 Qp=1.5 and Qe = 2.
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