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ABSTRACT With an enormous range of applications, the Internet of Things (IoT) has magnetized industries
and academicians from everywhere. IoT facilitates operations through ubiquitous connectivity by providing
Internet access to all the devices with computing capabilities. With the evolution of wireless infrastructure,
the focus from simple IoT has been shifted to smart, connected and mobile IoT (M-IoT) devices and
platforms, which can enable low-complexity, low-cost and ef�cient computing through sensors, machines,
and even crowdsourcing. All these devices can be grouped under a common term of M-IoT. Even though the
positive impact on applications has been tremendous, security, privacy and trust are still the major concerns
for such networks and insuf�cient enforcement of these requirements introduces non-negligible threats to
M-IoT devices and platforms. Thus, it is important to understand the range of solutions which are available
for providing a secure, privacy-compliant, and trustworthy mechanism for M-IoT. There is no direct survey
available, which focuses on security, privacy, trust, secure protocols, physical layer security and handover
protections in M-IoT. This paper covers such requisites and presents comparisons of state-the-art solutions
for IoT which are applicable to security, privacy, and trust in smart and connected M-IoT networks. Apart
from these, various challenges, applications, advantages, technologies, standards, open issues, and roadmap
for security, privacy and trust are also discussed in this paper.

INDEX TERMS Security, privacy, trust, protocols, IoT, M-IoT, survey and analysis.

I. INTRODUCTION
Mobile-Internet of Things (M-IoT) offers vendors a utility
for providing smart services to their users by forming a
highly sustainable, secure and cost-effective network [1]�[3].
The smart M-IoT paves a way for incorporating a large set
of services like healthcare, business monitoring, strategic
planning, public safety communications, weather forecast-
ing, navigation, reconnaissance, and data acquisition [4]�[6].
Security and ef�ciency of these services are the main objec-
tives of organizations aiming at the spread of smart M-IoT.
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M-IoT focuses on user-speci�c commercialization, where
users pay as per their active applications while offering them
with �exible and dynamic procedures for the selection of
a service [7]�[9]. In order to enhance the security, utility
and lifetime of services, most of the established business
enterprises are looking forward to procuring long-range
and low power solutions for connecting billions of devices
to their core networks without much dependence on the
existing infrastructure. Such an ideology allows for eas-
ier management and con�guration of M-IoT networks and
associated devices. Solutions like Low Power Wide
Area Network (LPWAN), Long Range Wide Area Net-
work (LoRaWAN) and Narrow Band-IoT (NB-IoT) are
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ef�cient in deploying M-IoT networks [10]�[13]. However,
at the moment, both the technologies are rival to each other
and their applicability and use cases are subject to the deci-
sions of deploying companies and the regulations of the
countries involved in their development. With better reach
and ease of deployment over existing cellular setup, NB-IoT
and Long Term Evolution for Machines (LTE-M) are under
consideration as their uni�cation will enhance the types of
applications for M-IoT by adopting service strategies similar
to mobile networks [14], [15].

The major interests of some leading organizations have
been towards the establishment of a different spectrum
which is also obtained as a dedicated range from their
allocated space or frequency band. Technologies like
Software-De�ned Networking (SDN) and Network-Function
Virtualization (NFV) provide an altogether different way
for deploying these networks in a secure way [16]�[20].
With a centralized controller, a common node helps to mon-
itor the network, whereas network slicing through NFV
will help to distribute the implementation and management
of SDNs. M-IoT can operate as a separate slice, and a local
or global controller can manage the related activities. Proce-
dures like secondary authentication and group authentication
can be seen as potential solutions for ensuring security in
smart M-IoT. However, the effective implementation of rules
and policies at the control layer due to the con�guration com-
plexity and artefacts requires intelligent solutions that can
be assured by using certain aspects of optimization, machine
learning or arti�cial intelligence.

In smart M-IoT, security refers to the protection of the
infrastructure from potentially hazardous components and
users, which may exploit the network with vulnerabilities,
based on the known/unknown cyber-attacks. For privacy,
it deals with the preservation of lawfulness in sharing the
information about-and-between the involved devices. Since
smart M-IoT will be dealing with a lot of connected compo-
nents, maintenance of isolation in traf�c patterns and estab-
lishing anonymity of users becomes an utmost requirement.
Trust refers to the faithfulness in the identi�cation of devices
for communication. It further involves the reputation-building
between the devices and the infrastructure leading a way to
make the network secure while preserving its privacy.

Current market trends have shown that despite several
solutions for establishing M-IoT communications, the end
to end security will be one of the major concerns for the
mobile operators. Identi�cation of new cyber threats, which
consist of zero-day attacks, is another major requirement of
the security industry [21], [22]. It is estimated that M-IoT
will hit the market by 2025 with maximum revenue being
generated from the security, privacy and trust-based services.
Even the major role players will be a low power long-range
communication models, which can be evaluated around
15C billion dollars at the same time [23]. Thus, it is required
that the existing state-of-the-art must be followed and evalu-
ated on the basis of performance metrics and parameters that
enhance the security, privacy, and trust in M-IoT.

A. ADVANTAGES AND APPLICATIONS OF SMART M-IoT
Smart M-IoT focuses on the applications which help in reg-
ulating the daily works of their users. Smart M-IoT pro-
vides a different set of applications is largely diversi�ed
areas such as a smart factory, smart city, smart home, smart
grid [24]�[27], healthcare, personal care, emergencies [28],
as shown in Fig. 1. With smart M-IoT, it becomes easier for
both users as well as business organization to accommodate
and host services through intelligent architecture with effec-
tive security. In terms of market trends, business houses are
looking at a huge monetary advantage from smart M-IoT
networks and applications. Including these, other advantages
and applications of smart M-IoT are as followsV

FIGURE 1. An overview of M-IoT applications.

� Formation of the contextual network through intelligent
and rapid data acquisition and processing.

� Self-con�guring capacity and support for a large set of
devices through a common interface.

� Support for human to device and device to device com-
munication with lower overheads and low-complexity.

� Information management, processing, and validation
and data �ow management across a wide range of the
network.

� Support for real-world applications such as driverless
cars, urban-surveillance, smart retailing, industrial Inter-
net, and even provisioning of application base for Aug-
mented Reality (AR)/Virtual Reality(VR) services.

� Low-cost deployment and development of personal
applications as well as private networks and clouds.

� Requires low-frequent maintenance and can be
operated through distant mode. On-site evaluations
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FIGURE 2. A road map of different studies on security, privacy and trust in IoT and M-IoT.

may be subject to special requirements and
upgrades.

� Supports crowdsourcing as well as edge-computing
models by forming an on-demand network in case of
public safety communications.

� Industrial automation and personalized control forma-
tions through light-weight and low-complex Integrated
Development Environments (IDEs). Further, M-IoT also
helps in tracking the traf�c-�ows by incorporating trans-
missions over dynamic nodes, such as drones, smart
cars, autonomous bicycles and rail networks.

B. UTILITIES, CONTRIBUTIONS AND STRUCTURE OF THIS
SURVEY
This survey covers a majority of the content related to
security, privacy, trust-management and protocols for smart
M-IoT networks. The content presented in this article is
competent compared to the existing surveys and is different in
terms of comparative study, which will help its readers follow
the parameters and ideology of existing works. Further, this
survey can be used by the researchers at any level; especially
new researchers can gain a lot from the comparisons and
the roadmap sections. Academicians can follow this article
to teach new trends related to the security of M-IoT and its
advancements. This work can help industry researchers to
follow what has been done and what can be carried further
while deploying applications related to M-IoT. The open
challenges presented in the lateral part of this article will help
to de�ne problem statements and can be used as a rationale
for continuing research on security, privacy and trust aspects
of M-IoT.

This is a comprehensive survey that collectively covers
security, privacy, and trust for smart M-IoT, which otherwise

are presented as individual topics in the existing surveys. The
tabular studies provide a single source to understand the nov-
elty and reach of existing state-of-the-art solutions for smart
M-IoT as per the understanding of the authors. The roadmap
and comparisons with the related survey articles along with
key contents to follow for enhancing the knowledge of this
subject are given in Section II. Section III presents charac-
teristics, challenges, technologies and standards, an overview
of security, privacy and trust along with their methodologies
for evaluation. Section IV gives details on secure frameworks
for smart M-IoT, Section V discusses the security-aware pro-
tocols, Section VI presents privacy preservation approaches,
Section VII gives details on trust management approaches,
Section VIII discusses physical layer security and Section IX
gives details on the handover security for smart M-IoT net-
works. Research Challenges, open issues, and future direc-
tions are presented in Section X. Finally, Section XI con-
cludes this article. The details of abbreviations and key terms
used throughout the paper are presented in Table 1.

II. ROADMAP AND COMPARISON WITH RELATED
SURVEY ARTICLES
Fig. 2 helps to follow the roadmap of different surveys pre-
sented over the period of time that can be used for select-
ing an appropriate approach for justifying the requirements
of M-IoT networks in terms of security, privacy, and trust.
In addition to this, Table 2 provides comparative evaluations
and reachability of existing studies which are closely related
to the survey presented in this article. There are limited works
that focus on the details of M-IoT. Only a few of them have
written in parts about such requirements and technologies
for supporting communications in smart M-IoT. Despite the
limited literature in this direction, some of the key and broad
surveys have been selected which provides suf�cient material
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TABLE 1. Abbreviations and key terms.

TABLE 2. Comparison with related survey articles.

to be followed for covering the aspects related to security,
privacy, and trust. From the comparisons, it is evident that the
closely related survey is the one provided by Feng et al. [44],

but it covers major portions related to Mobile Crowdsourcing
(MC), which is not so tightly related to the requirements of
smart M-IoT. The other studies in [29]�[36], [39]�[43] do not
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focus on major considerations which are mandatory to form
a highly secure, private and trustworthy M-IoT networks.
Sicari et al. [37], Arias et al. [38] and Yang et al. [45] have
discussed the concepts related to M-IoT, but do not cover
enough details on the security, privacy and trust management
in smart M-IoT. In addition to these, there are no comparative
strategies provided for discussing the protocol and framework
security in any of these surveys, which is a major limita-
tion. Further, handoffs are the major part of mobile-oriented
networks, which are not evaluated in the existing studies.
Thus, the necessity of such a study, in-depth evaluations
and conceptual-reachability of the proposed survey will help
researchers to gain insight into the requirements of secure
communications in smart and connected M-IoT. In addition,
Table 3 presents some of the other key contributions, which
can be followed for understanding the present standings in the
security of M-IoT devices and its applications.

TABLE 3. Some key contributions to follow for security, privacy and trust
in smart M-IoT.

III. SMART MOBILE IoT NETWORKS AND ITS SECURITY:
AN OVERVIEW
This section presents the characteristics and challenges of
smart M-IoT. The details are presented on the different types

of technology enablers, standards, and general stacks for
implementing such a network.

A. CHARACTERISTICS OF SMART MOBILE IoT NETWORKS
Smart M-IoT focuses on reliable and sustainable connectivity
between the devices on the move, as shown in Fig. 3. Smart
M-IoT focuses on the establishment of a trust relationship
between the devices through an enhanced reputation-cycling.
Dependence on Machine to Machine (M2M) communica-
tion [58], Device to Device (D2D) marking, in-built-service
sharing, and energy conservation are the key characteristics
of M-IoT. With the devices operating in a battery constrained
environment, M-IoT characterizes on the utilization of tech-
nologies that offer a wide range but at low battery consump-
tion. The characteristics of smart M-IoT can be summarized
as followsV
� M-IoT includes devices with low power, but operable

up to a wide range with lower complexity and lesser
resource consumptions.

� Supports ultra-dense communication with a unique fea-
ture of reliability despite such a huge number of devices
operating simultaneously.

� M-IoT may be subjected to frequent handovers and may
be involved in inter- or intra-handovers depending on
their network design and deployment.

� Licensed and shared spectrum usability with a primary
focus on services similar to short messages. Most of
the applications do not require any retraining, and con-
�gurations are automatically loaded as a part of the
application program.

� Smart M-IoT applications and services are vendor-
speci�c. However, the licensing of narrow bands can
be governed by small-scale network organizations with
core setups at the big business houses.

� M-IoT operations are dependent on the synergy
among the mobile operators and rely heavily on the
trust-relationship for their security and distributions.

� One-tap facilities for all the services, where a user just
has to install and load a required feature for experienc-
ing the applications that focus on consumer-electronics,
healthcare of smart home automation.

� M-IoT needs media-independent support for most of
the applications as some of the entities may be oper-
ating on 3G, while others may have 4G/LTE or
even the upcoming 5G accessibility through mmWave
functionalities.

� Virtualization and privatization of services are the other
main characteristics of M-IoT. Virtualization has fur-
ther been leveraged through the properties of network
slicing, which is one of the solutions for distributed
security.

� Support for immediate acquisition, decision and action
are the major features of smart M-IoT. Manage-
ment of the information and building contextual
relationships are the other unique characteristics of
smart M-IoT.
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