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Advances in machine learning (ML) in recent years have enabled a dizzying array of applications such as data analytics, autonomous systems, and security diagnostics. As an important part of the Internet of Things (IoT), wireless sensor networks
(WSNs) have been widely used in military, transportation, medical, and household ﬁelds. However, in the applications of wireless
sensor networks, the adversary can infer the location of a source node and an event by backtracking attacks and traﬃc analysis. The
location privacy leakage of a source node has become one of the most urgent problems to be solved in wireless sensor networks. To
solve the problem of source location privacy leakage, in this paper, we ﬁrst propose a proxy source node selection mechanism by
constructing the candidate region. Secondly, based on the residual energy of the node, we propose a shortest routing algorithm to
achieve better forwarding eﬃciency. Finally, by combining the proposed proxy source node selection mechanism with the
proposed shortest routing algorithm based on the residual energy, we further propose a new, anonymous communication scheme.
Meanwhile, the performance analysis indicates that the anonymous communication scheme can eﬀectively protect the location
privacy of the source nodes and reduce the network overhead.

1. Introduction
The coming of age of the science of machine learning (ML)
coupled with advances in computational and storage capacities have transformed the technology landscape. For
example, within the security domain, detection and monitoring systems now consume massive amounts of data and
extract actionable information. ML is now pervasive—new
systems and models are being deployed in every domain
imaginable [1]. Internet of Things is based on the Internet,
using RFID, wireless data communication, and other
technologies to construct a network covering possible nodes
in the world. In the IoT, objects can “communicate” with
each other without human intervention. IoT devices are
committed to maximizing their utility within a limited capacity and maintaining the security of the IoT system [2].
Wireless sensor networks are an important part of the Internet of Things, and it is a distributed sensor network.
Sensor nodes are stationary or mobile, and they constitute a

wireless sensor network in a self-organizing and multihop
manner. As a link between the physical world and the virtual
world, the WSNs have become one of the most promising
technologies. They have the ability to monitor object exits in
the network, and realize data collection, processing, and
transmission. At present, the WSNs have been widely used
in military, transportation, medical, household, and industrial ﬁelds. However, due to the large-scale deployment
of wireless sensor networks, security and privacy risks become critical. Currently, in the context of the Internet of
Things, the WSNs still face security problems. For instance,
adversaries can infer the location information of the source
node through backtracking attacks, and then obtain the
location information of an event, which causes the leakage of
sensitive messages.
In the IoT, many existing security schemes can protect
message content and contextual information using the
traditional cryptography theory, but they cannot solve the
problem of the source node location privacy protection.
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Adversaries can obtain sensitive messages through traﬃc
analysis [3], hop-by-hop tracking, backtracking attacks, and
other methods. Moreover, many schemes fail to take into
account the ﬁniteness of the node resources, which result in
a large amount of resource consumptions, unsuitable for the
WSNs with limited energy. In addition, many schemes
cannot resist traﬃc analysis attacks. A large amount of traﬃc
will be generated near the source nodes due to data packets
being transmitted between nodes. Therefore, when an adversary analyzes the traﬃc in the network to ﬁnd the hot
spots in the network, it will obtain the correct location of the
source node and attack it.
In the random routing algorithm, after purely random h
hops, the probability that the proxy source node is no more
than h/5 hops away from the real source node is as follows
[4]:
P � 1 − e− (h/25) .

(1)

When h is large enough, the value of P approaches 1. In
other words, purely random routing does not guarantee that
the selected proxy source node is far enough away from the
real source node. However, if the selected proxy source node
is very close to the real source node, the position of the real
source node cannot be eﬀectively hidden. Therefore, the
proxy source node that we select is required to be far enough
away from the real source node.
In this paper, we propose an eﬃcient anonymous communication scheme to protect the privacy of the source node
location, which not only protects the source location privacy in
wireless sensor networks but also guarantees the forwarding
eﬃciency of anonymous messages through the shortest path
routing algorithm, and reduces the network overhead.
Speciﬁcally, the main contributions of this paper are as
follows:
(1) We propose the mechanism for selecting proxy
source nodes based on the candidate region. This
proposal selects the nodes that meet the upper and
the lower limits of the hop count to construct the
candidate region around the source node. It also
selects the proxy source node to replace the real
source node in the candidate region to forward the
messages in order to realize the location privacy
protection of the real source node.
(2) We propose the shortest path routing algorithm
based on the residual energy. When forwarding a
message from the proxy source node to the sink, each
node selects the next hop according to the residual
energy of its neighbor nodes and the minimum
number of hops from the sink to itself. We propose
the shortest path routing algorithm based on the
residual energy, which improves the eﬃciency of
anonymous message forwarding.
The rest of the paper is organized as follows. In Section 2,
we introduce related work. In Section 3, we ﬁrst design the
system model of the anonymous communication system,
and then we propose an anonymous communication scheme
based on the proxy source node and the shortest path

routing. In Section 4, the results and discussion of the
proposed scheme is given. Finally, we conclude this paper in
Section 5.

2. Related Works
In recent years, privacy issues have been a hot issue in
machine learning. To avoid privacy issues caused by massive
data collection, Mohassel et al. proposed new and eﬃcient
protocols for privacy preserving machine learning for linear
regression [5], logistic regression, and neural network
training using the stochastic gradient descent method. In
order to solve the risk of large-scale collection of sensitive
data, Bonawitz et al. designed a novel, communication-efﬁcient, failure-robust protocol for the secure aggregation of
high-dimensional data [6]. The protocol has good security in
an honest but curious and active adversary environment. At
the same time, even if a randomly selected subset of users
exits at any time, the security is maintained.
Blockchain has been widely discussed and used in the
IoT [7, 8], in order to be able to balance between fairness and
incentive compatibility. Wang et al. tailored a new bonus
reward function by adding random salts to the geometric
reward function [9]. Li et al. highlighted the combination of
game theory and blockchain [10], including rational smart
contracts, game theoretic attacks, and rational mining
strategies. In the IoT, privacy issues are also a hot issue of
research. The service evaluation model is an important part
of the service-oriented Internet of Things (IoT) architecture,
but it is vulnerable to various attacks. Li et al. put forth a new
service evaluation model named Tesia allowing speciﬁc users
to submit the comments as a group in the IoT networks [11]
to solve the problem. To enhance the privacy of the source
location in wireless sensor networks, Zhao et al. conducted a
comprehensive investigation on the theory and practice of
the SMPC protocol [12], explaining the security requirements and the basic construction technology of the SMPC. It
also introduces the research progress of the general SMPC
protocol construction technology and its application in the
IoT. Wang et al. proposed a trace-cost-based source location
privacy protection scheme in wireless sensor networks for a
smart city (TCSLP) [13], by constructing a phantom area,
and combining shortest path routing and random routing to
send packets, whereby the security time of the smart city in
the wireless city is extended and the SLP is enhanced. Zhu
proposed a method of regional division based on node location information [14], and by using this method, he selects
the hop distance between the location nodes. The distance
accuracy of the data nodes in the vicinity selected during
information transmission is improved, and the location
privacy of the source node is better protected. Han et al.
proposed a dynamic ring-based routing (DRBR) scheme
[15], which solved the balance issues between security and
energy consumption and provided eﬃcient source location
privacy. Muruganathan et al. proposed a centralized energyeﬃcient routing protocol for the WSNs (BCDCP) [16],
which can evenly distribute energy consumption among all
the sensor nodes to improve network life and save energy on
average. Mutalemwa and Shin proposed a routing scheme
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with stronger source location privacy than the traditional
routing scheme [17], providing a highly random routing
path between the source and the sink nodes. Randomly send
data packets to the sink node through tactically positioned
proxy nodes, and implement the stronger source location
privacy. In order to protect the privacy of the event and
observe the privacy of the source node reporting the event,
Chakraborty and Verma proposed a diﬀerential privacy
framework [18]. By reporting the accumulation of the real
and the virtual traﬃc of the same event, they distinguished
the real and virtual events and provided diﬀerential privacy
protection for nodes in the network.
Wang et al. proposed a data domain partitioning model
[19], which is more accurate to choose the grid size. They
proposed a uniform grid release method based on this model,
and further improved the query accuracy. To solve the problem
of privacy leakage caused by data analysis and mining, Spachos
and Toumpakaris proposed a source-location privacy scheme
that employs randomly selected intermediate nodes based on
inclination angles [20], and analyzed the introduced anglebased dynamic routing scheme. However, as this scheme is for
the data transmission of the included angle region, it could not
adapt this angle for selecting an optimal routing. Furthermore,
Liu and Xu proposed a new scheme to dynamically change the
included angle in the ADRS—dynamic routing scheme
(VADRS) based on the included Angle [21]. The scheme further
improves the security performance of the ADRS by selecting the
optimal Angle for data transmission at each hop. Aiming at the
low security cycle of the existing source location privacy protection algorithm, Bai et al. proposed a source location privacy
protection algorithm based on the expected phantom source
node [22]. An ellipse is established through the coordinates of
the source and the sink nodes, and a node is randomly selected
on the ellipse as the expected phantom source node. The source
location privacy protection is realized based on the phantom
source node. Li et al. proposed a new routing strategy [23]. The
routing strategy is divided into three stages to route data packets
to the base station: directional random route, H-hop route, and
the shortest path route in the ring area. The source location
privacy protection is realized when information is sent to the
base station in the WSNs.
Lin proposed schemes such as the ant colony algorithm to
protect the location information of the source nodes and the
multisource and the multipath protection of the source node
location, etc. [24], to achieve the protection of node location
privacy. To avoid the leakage of user personal information from
the IoTdevices during data processing and transmission, Li et al.
proposed a certiﬁcateless encryption scheme to implement a
novel anonymous communication protocol [25]. In the protocol, an anonymous communication link establishment
method and an anonymous communication packet encapsulation format are proposed. It improves the privacy, security, and
eﬃciency of CPSS anonymous communication. Sharma and
Ghosh proposed new technology to prevent active and passive
attacks in the mobile base station environment [26]. By
deploying mobile sinks in the network, data were collected from
sensor nodes and sent to the ﬁxed base station, so as to guarantee
the privacy of data in the mobile sink. Tan et al. proposed two
eﬀective source node location privacy protection policies [27]:
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the enhanced directional random routing protection mechanism
(EDROW) and the multilayer ring proxy ﬁltering mode routing
protection mechanism (MRPFS). Aiming at the hop-by-hop
reverse attackers with local traﬃc analysis behavior, Zhao et al.
proposed the source location privacy protection routing protocol RAPFPR [28] based on the random angle and the
probability forwarding. This protocol produces phantom nodes
and enables them to be evenly distributed around the real source
nodes and adopts the probabilistic forwarding routing mechanism, thus greatly reducing the generation of the overlapping
paths. Sheu and Jiang proposed an anonymous path routing
protocol (APR) for the wireless sensor networks [29]. This
protocol encrypts data based on pair-wise keys, realizes the
anonymous message transmission between adjacent nodes and
the anonymous information transmission between the source
node and the target node in the multi-hop communication path,
and protects the data communication in the WSNs. Li and Ren
proposed a source-location privacy scheme [30]. In this scheme,
an anonymous path is constructed by randomly selecting intermediate nodes far away from the source node to realize the
transmission of anonymous messages to the sink node. This
solution provides satisfactory privacy of the local source location.
In order to better improve the privacy of source locations
in the Internet of Things, we propose an anonymous
communication scheme based on the proxy source node and
the shortest path routing in this paper. This scheme can
prevent the adversary from obtaining the location of the
source node and event by means of backtracking attacks and
traﬃc analysis. At the same time, the shortest path routing
algorithm in this paper takes into account the residual
energy of each node, ensuring the rationality of the energy
overhead of the whole network.

3. An Anonymous Communication Scheme
Based on the Proxy Source Node and the
Shortest Path Routing
In order to realize the privacy protection of source locations
in the IoT, we propose an anonymous communication
scheme to protect the privacy of the source node location. In
this anonymous communication scheme, the privacy protection of the source node location is achieved by setting the
candidate region to select the proxy source node; the shortest
routing algorithm based on the residual energy is used to
achieve eﬃcient anonymous message forwarding.
3.1. System Model
3.1.1. Network Model. First, we make the following assumptions about the network model:
① The wireless sensor network is composed of sensor
nodes that are uniformly and randomly deployed,
which cannot be moved at will after the nodes have
been deployed. Any two nodes can communicate
through multihop [31].
② The appearance of the object is randomly distributed
throughout the network, so the probability of each
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sensor detecting the object information is equal. The
node that detects the object, i.e., the source node,
periodically generates data packets and sends them to
the base station. There is only one base station in the
whole network, the base station is safe, and it cannot be
destroyed by adversaries.
③ The adversary cannot attack the object in the area
that is one hop away from the base station because this
area has powerful surveillance capabilities.
The symbols used in this paper are shown in Table 1.

3.1.2. Adversary Model. The adversary is assumed to be an
external, passive, and global attacker [31]:
① External. An external adversary is an attacker who
will not compromise or control any sensor nodes.
② Passive. Passive means that we assume that the
adversary will not conduct any active attacks, such as
traﬃc injection, channel interference, or denial of
service attack. The adversary cannot decrypt the data
packet and tamper with the contents of the data packet,
nor destroy the sensor node.
③ Global. A global adversary is the one who we assume
that an adversary can collect and analyze communications throughout the network.
3.1.3. Energy Consumption Model. In the IoT, no matter
what routing strategy is used for data transmission, each
node will consume energy to send and receive data.
Therefore, here, we only consider the energy consumption
generated when sending and receiving a certain number of
bits of information [31, 32]. If the sender wants to send n-bit
data to the receiver, and the distance between the two parties
is l, then for the sender, the energy consumed to send n-bit
data is deﬁned as
2
⎪
⎧
⎨ nEcon + nεfs l ,
Esender (n, l) � ⎪
⎩ nE + nε l4 ,
con
amp

l < l0 ,

(2)

l ≥ l0 .

For the receiver, the energy consumed to receive n-bit
data is deﬁned as
Ereceiver (n) � nEcon .

(3)

Among them, Econ represents the energy consumption in
the sender or the receiver circuit, and the value of Econ is
related to the distance between the sender and the receiver,
i.e., l. We consider two models: for the free space and the
multi-path fading channel models, their power losses are l2
and l4 , respectively. εfs and εamp are the energies required by
the power ampliﬁcation in these two models, respectively.
3.1.4. DH Key Exchange Algorithm. When two parties
communicate, the storage and disclosure of the user keys is a
very important issue. We should ensure the identity privacy
of both parties and the forward-backward security of the

keys [33, 34]. Diﬃe–Hellman Key Exchange (D-H) is an
algorithm jointly invented by Diﬃe and Hellman. Both
parties in communication are able to generate shared
cryptographic numbers only by exchanging publicly available information, and this cryptographic number is used as a
key. This key can be used as a symmetric key to encrypt the
communication content in subsequent communications.
Speciﬁcally, we assume that both Alice and Bob need a
symmetric cryptographic key, but the communication line
between the two parties has been eavesdropped on by an
eavesdropper. At this time, Alice and Bob can generate the
shared key by taking the DH key exchange in the following
way:
① Take the prime number p and the integer a, a is a
primitive root of p, a and p are disclosed
② Alice chooses a random number XA < p, and calculates YA � aXA mod p
③ Bob chooses a random number XB < p, and calculates YB � aXB mod p
④ Each party keeps X secret and Y public to the other
party
X
⑤ The way Alice calculates the key is K � YB B mod p
XB
⑥ The way Bob calculates the key is K � YA mod p
In this way, Alice and Bob have the equal shared key.
3.2. Proxy Source Node Selection Mechanism Based on Candidate Region. The main idea of anonymous communication is to hide the identity or the communication
relationship of the two parties through a certain method, so
that the adversary cannot directly know or infer the communication relationship between the two parties or the party
of the communication.
Anonymous communication in the WSN includes
sender anonymity, receiver anonymity, and communication
relationship anonymity. In this paper, we mainly focus on
the sender’s the anonymity and communication relationship
anonymity. In order to hide the location information of the
real source node, realize the privacy of the source location,
and then realize the anonymity in WSN—the anonymity of
the communication relationship, there is no identity information involved in the process of message transmission.
Each node only knows who its previous hop and next hop
are, and does not know the source and the destination of the
information. At the same time, we must ensure that the
selected proxy source node is far away from the real source
node, so as to better protect the location privacy of the real
source node.
We use the limited ﬂooding from the real source node to
establish an anonymous proxy path, and then establish a
candidate region. Before each message is forwarded, a node
will be selected from the candidate region as the proxy
source node to send the message instead of the real source
node. The real source node selects neighbor nodes that meet
the energy requirements from the neighbor node list, and
sends the detection data packets to the neighbor nodes.
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Table 1: Deﬁnition of notations in this paper.

Notation
Rs
Ps
E(·)
D(·)
Ie (J)
l0 (m)
Econ (nJ/bit)
εfs (pJ/bit/m2 )
εamp (pJ/bit/m4 )
Tu
hopb
hops
Minhopsi,b
Minhopsi,s
Ei

Deﬁnition
The real source node
The proxy source node
The secure encryption algorithm
The secure decryption algorithm
Initial energy, value 2
Threshold distance, value 87
Energy consumption, value 50
The energy required by the power ampliﬁcation in the free space channel model, value 10
The energy required by the power ampliﬁcation in the multipath fading channel model, value 0.0013
The neighbor node list of node u
The number of hops from the base station to the current node
The number of hops from the real source node to the current node
The minimum number of hops that the node i is away from the base station
The minimum number of hops that the node i is away from the real source node
Residual energy of node i

3.2.1. H-Hop Limited Flooding Starting from the Real Source
Node. After the real source node detects that the object is
nearby, it performs a limited ﬂooding with a beacon
message SM � {IDs , hops } [4], and the range of the ﬂooding
is limited within h hops. The SM contains the ID number of
node IDs that sent the message and the hop value from the
real source node to the current node hops (the initial value
is 0, plus 1 for each hop). When node u receives the beacon
message SM from node v, if IDv already exists in the
neighbor node list Tu of node u, then the Minhopsv,s of IDv
in Tu is updated with the smaller value hops in SM and the
current Minhopsv,s of node v. Otherwise, node u adds a new
record to Tu , adds IDv and hops into it, and hops at time
Minhopsv,s .
Then we add 1 to hops and compare it with Minhopsu,s
for its own basic information, and update Minhopsu,s with
the smaller one as the current minimum number of hops
from u to the real source node.
Node u replaces the ID in the message SM with its own
ID, and forwards SM to its neighbor nodes together with the
new hops . The neighbor nodes of u perform the same operation as u until hops count reaches h. At this point, h-hop
limits the ﬂooding process of the beacon message SM. Each
node i within the range of h hops from the real source node
knows the minimum number of hops Minhopsi,s from itself
to the real source node and the minimum number of hops
from its neighbor nodes to the source node.
3.2.2. The Source Node Establishes Anonymous Proxy Paths.
Deﬁnition. A is a node in the sensor network, the current
node u selects v from its neighbor nodes as the forwarding
node of the next hop. If the node v satisﬁes
Minhopsv,A -Minhopsu,A ≥ 1, then we can say that the hop
forwarding of the data packet from u to v is in a direction
away from node A, where A ≠ u and A ≠ v.
In addition, we deﬁne an optional set u.gather for each
node u. The nodes in the set are the neighbors of u and satisfy
the condition that the minimum number of hops from the
source node is greater than the minimum number of hops
from node u to the source node.

According to the energy requirements of receiving and
sending data packets, the source node selects the neighbor
nodes that meet the energy requirements according to the
residual energy of each neighbor stored in its neighbor node
list, and sends a detection data packet (h′, Q) for possible
proxy nodes. The detection data packet includes the number
of hops h′ from the source node to the node (the initial value
of h′ is 0) and a node queue Q; at the beginning, Q only
contains the ID of the source node. Each time a detection
data packet arrives at a node, the node adds its own ID to the
node queue Q, at the same time the hop count h′ is added 1.
We ﬁrst select neighbor nodes that meet the energy
requirements from its neighbor node list; then, we verify
whether these selected neighbor nodes exist in their own
optional set, and forward the detection data packet to the
neighbor nodes in the optional set u.gather.
The neighbor node repeats this process until h′ reaches h,
and the detection process is completed. The node that receives the data packet at the h hop returns the queue Q to the
real source node along the original path. Each node queue Q
received by the real source node constitutes an anonymous
proxy path. During the message forwarding phase, the
anonymous proxy path is responsible for forwarding
anonymous data packets to the proxy source node.
The detection process is over. At this time, the real source
node has obtained several anonymous proxy paths.
3.2.3. Establishment of Candidate Region. For the anonymous proxy paths obtained in the previous section, the real
source node chooses the ﬁrst returned t as the candidate
anonymous proxy paths. According to the predetermined
upper and lower limits of the number of hops, we select all
the nodes between the upper and the lower limits of the
number of hops on the candidate anonymous proxy paths to
form a candidate region.
For example, we suppose the real source node selects t
node queues as follows: Q1 , Q2 , . . . , Qt . The region formed
by all the nodes between the lth hop and the hth hop of each
queue Qi (i � 1, 2, . . . , t) is called the candidate region. At
the same time, we call the region where the node from the
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ﬁrst hop to the mth (m � l− 1) hop of each queue
Qi (i � 1, 2, . . . , t)is located as the visible region. The candidate region and the visible region in this example are
shown in Figure 1.
3.2.4. Select Proxy Source Node. We select a node in the
candidate region as the proxy source node of this communication. The path from the real source node to the proxy
source node constitutes the anonymous proxy path of our
anonymous communication.
In Figure 1, if the selected proxy source node Ps is the
green node in the ﬁgure, then the anonymous proxy path
Rs ⟶ N1 ⟶ N2 ⟶ N3 ⟶ N4 ⟶ Ps from the real
source node to the proxy source node is obtained.
3.3. Shortest Path Routing Algorithm Based on Residual
Energy. The proxy source node uses the shortest path
routing algorithm based on the residual energy to forward
the data packets to the sink.
First, the proxy source node Ps obtains the residual
energy of its neighbors by looking up the locally stored
neighbor node list TPs , and selects all the neighbor nodes
that meet the residual energy requirement, i.e., the residual
energy can support the neighbor nodes that can receive and
forward the data packets.
Then, the proxy source node searches its neighbor node
list TPs again, selects a neighbor node with the smallest
number of hops from the sink from the nodes that meet the
remaining energy condition, and sends the data packet to the
neighbor node.
Finally, after the neighbor node has received the data
packet, it searches its neighbor node list in the same way as
the proxy source node, selects the neighbor node that meets
the energy requirements and has the smallest number of
hops from the sink, which receives the data packet. This
forwarding process is repeated till the data packet reaches
the sink.
The shortest path routing algorithm based on the residual energy is shown below.
3.4. An Anonymous Communication Scheme Based on Proxy
Source Node and Shortest Path Routing. Based on the previously proposed proxy source node selection mechanism,
this section presents an anonymous communication scheme
to protect the location privacy of the real source node. Our
scheme is divided into three stages, namely, network initialization, anonymous path establishment, and anonymous
message forwarding.
In the network initialization phase, the sink performs
ﬂooding of the beacon message BM in the network. At this
stage, the nodes in the network can obtain the minimum
number of hops from its own to the sink and the minimum
number of hops from its neighbor nodes to the sink.
The anonymous path establishment phase includes four
steps: the real source node performs h hop limited ﬂooding,
obtains an optional anonymous proxy path, establishes a
candidate region, and selects the proxy source node. The real
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source node obtains the anonymous proxy paths from the
source node to the proxy source node according to Section
3.2.
In the anonymous message forwarding phase, the source
node ﬁrst forwards the data packet from the real source node
to the proxy source node via the anonymous proxy path
obtained in Section 3.2, and then the proxy source node
forwards the data packet to sink via the shortest path algorithm based on the residual energy to complete anonymous forwarding of the data packet.
3.4.1. Network Initialization Phase
① Deployment of Sensor Networks. In the sensor network, it
includes a real source node, a sink node, and N (N∈N+ )
wireless sensor nodes. These wireless sensor nodes communicate wirelessly with each other, and ﬁnally deliver the
information to the sink node.
The topology of our wireless sensor network is shown in
Figure 2, which depicts a random path from the real source
node to the sink.
When the sensor network is deployed, each node u
establishes a neighbor node list Tu . The neighbor node list
contains the ID number IDi of neighbor node i, the minimum number of hops Minhopsi,b from neighbor node i to
the base station, the minimum number of hops Minhopsi,s
from neighbor node i to the real source node, and the residual energy value Ei of neighbor node i. The data structure
of the neighbor node list is shown in Table 2. Among them,
there is a situation where a neighbor node is of only
Minhopsi,b but not Minhopsi,s .
The neighbor node ID of each node u is obtained by the
ﬂooding process of the base station and the real source node.
The minimum number of hops Minhopsi,b from the
neighbor node i to the base station is obtained by the
ﬂooding process from the base station. The minimum
number of hops Minhopsi,s from the neighbor node i to the
real source node is obtained by the h hop limited ﬂooding
process starting from the source node.
Basic information of node u: each node u stores its own
basic information through a quadruple (Eu , h, Minhopsu,b ,
Minhopsu,s ). Among them, Eu represents the residual energy
value of u. H-parameter is the number of the hops in the
limited ﬂooding performed by the real source node, which is
initialized to null and is obtained during the ﬂooding process
of the base station. Minhopsu,b is the minimum number of
the hops between node u and the sink node, Minhopsu,s is
the minimum number of the hops between node u and the
real source node. Both Minhopsu,b and Minhopsu,s are
initialized to be the maximum number of the nodes in the
network.
② Flooding of Base Station. The base station ﬂoods the
beacon message BM � {IDb , hopb , h} to the network, which
contains the ID number of the node IDb that sent the
message, the hop value from the base station to the current
node hopb (the initial value is 0, plus 1 for each hop) and the
number of hops h required for the establishment of the
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Real source node
Nodes on the anonymous proxy path
Nodes in the candidate region

Proxy source node
Sink
Ordinary sensor node

Figure 1: Establishment of candidate region.

cur_node i � proxy source;
Initialize_neighbor_node_list(Ti );
Initialize_packetInfo(pI) � (Qproxy , EKs,b (M));
while(cur_node i ! � sink) do
u � ﬁrst_neighbor(node i);
while(Eu ≥Esender (n, l)+Ereceiver (n)) do
save IDu in the array A[];
u � next_neighbor(node i);
end while
hops-min � N;
for(node u � ﬁrst of (A[]); node u in array A[]; u � next of (A[]))
if(Minhopsu,b <hops-min)
{
hops-min � Minhopsu,b ;
IDhops− min � IDu ;
}
end for
i forwards the pI to IDhops− min ;
cur_node i � IDhops− min ;
end while
ALGORITHM 1: Shortest path routing algorithm based on residual energy.

candidate region in the network. When node u receives the
beacon message BM from node v, it performs the following
operations in sequence:
First, u stores hops h in its own basic information.
Secondly, we search IDv in the neighbor node list Tu . If
the search is successful, i.e., there already exists node v in the
list, we compare the newly received hopb with the original
minimum hop value Minhopsv,b , node u retains the smaller
value and updates it as the minimum hop value Minhopsv,b
from u to the base station. Otherwise, we add a new record to
Tu , assign the IDv , and use the number of hops hopb as the

Minhopsv,b , i.e., the minimum number of the hops from v to
the base station.
Thirdly, we add 1 to the number of hops hopu received,
compare it with Minhopsu,b in the quadruple, and select the
smaller value as the new Minhopsu,b .
Finally, we replace IDv in the message with its own IDu ,
together with the latest hopb (at this time hopb � hopb + 1)
and the received hop count h, construct a new beacon
message BM � {IDu , hopb , h} and forward it to the next node.
After ﬂooding, each node i in the network is associated
with h in the limited ﬂooding, the minimum number of the
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Real source node
Sink

Figure 2: Network topology.
Table 2: Neighbor node list.
IDi

Minhopsi,b

Minhopsi,s

Ei

IDa
IDc
IDd
IDe
. . .. . .

Minhopsa,b
Minhopsc,b
Minhopsd,b
Minhopse,b

Minhopsa,s
Minhopsc,s
Minhopsd,s
Null

Ea
Ec
Ed
Ee

hops from itself to the base station Minhopsi,b and the
minimum number of the hops from its neighbor nodes to
the base station.
3.4.2. Anonymous Path Establishment Phase. The completely anonymous path refers to the anonymous path used
for message forwarding from the real source node to the
sink.
First of all, based on the content shown in Section 3.2, we
establish a candidate region around the real source node.
Before each communication, we will select a node in the
candidate region as the proxy source node of the source node
of this communication, and establish the ﬁrst half anonymous proxy path from the real source node to the proxy
source node. This process involves two stages in the proxy
source node selection mechanism based on the candidate
region: h hop ﬂooding of the real source node and an optional anonymous proxy path. Secondly, based on the
content shown in Section 3.3, we establish the second half of
the shortest anonymous path from the proxy source node to

the base station through the shortest path routing algorithm
based on the residual energy.
The anonymous proxy path and the shortest anonymous
path together constitute our anonymous communication
path, as shown in Figure 3. The path from the real source
node to the proxy source node is the anonymous proxy path,
and the path from the proxy source node to the base station
is the shortest anonymous path. We use the complete
anonymous path to complete message forwarding.

3.4.3. Anonymous Message Forwarding Phase. This phase is
divided into two stages. Stage 1: forward the data packet
from the real source node to the selected proxy source node.
Stage 2: the proxy source node forwards the data packet to
the base station through the shortest path routing strategy
based on the residual energy.
Stage 1: Rs-Ps message forwarding
According to the ID of the selected proxy source node, the
real source node ﬁnds the queue where the proxy source
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Proxy source node
Sink
Ordinary sensor node

Figure 3: An anonymous path to protect the privacy of the source location.

node is located at Qproxy , and then encrypts the message M
to be sent with the DH key Ks,b shared by the real source
node and the base station, forming a data packet (Qproxy ,
EKs,b (M)) with the queue Qproxy . Send the data packet
randomly to a certain number of neighbor nodes, and the
selected neighbor nodes must include the ﬁrst hop node in
Qproxy . For the neighbor nodes selected for each hop, there
are two situations. First, if the node is not in the queue, it
will randomly send the data packet to the next node.
Second, if the node is in the queue, then it will select the
next node based on the ID stored in Qproxy .
Repeat this process till the proxy source node receives the
data packet and stops the transmission. The process of
Stage 1 is shown in Figure 4.
Stage 2: Ps-sink message forwarding
The proxy source node uses the shortest path routing
strategy based on the residual energy mentioned in Section
3.3 to send the data packet to the base station. First, the
proxy source node looks up the residual energy in the
neighbor node list and ﬁnds the neighbor nodes that meet
the energy requirements. We search the neighbor node list
to ﬁnd the one neighbor node that has the smallest
minimum number of hops from it to the base station in
these neighbor nodes that meets the energy requirements.
The proxy source node sends the data packet to the
neighbor node. Then the neighbor node forwards the data
packet to the next node in the same way, until the base
station receives the data packet and stops the transmission.
After the sink receives the data packet, it can get the

message by decrypting M with the operation of DKs,b (M),
where M is the message to be transmitted to the sink.
The process of Stage 2 is shown in Figure 5.
3.5. Enhanced Anonymous Communication. In order to
further improve the anonymity of the scheme in this paper,
an enhanced anonymous communication scheme is proposed in this section by dividing the candidate region into
several sectors.
According to the scheme proposed above, if the real
source node selects the proxy source node before data
transmission, it selects the node on the same or similar
anonymous proxy path several times in a row. The network
will be aﬀected by the node receiving and forwarding the
data. The generated traﬃc will be concentrated in a certain
area for a period of time, which will make it easy for the
adversary to guess the location of the real source node
through traﬃc analysis. Therefore, in order to make the real
source node evenly select a node on each anonymous proxy
path and further resist traﬃc analysis attacks, we propose an
enhanced anonymous communication strategy based on
sector division.
For the candidate region established in Section 3.2, we
deﬁne Rmin to represent the distance between the selected
lower limit and the real source node, and deﬁne Rmax to
represent the distance between the selected upper limit and
the real source node. Then, we divide the candidate region
into several equal sectors, each sector spans an angle μ, the
total number of the sectors is s � (2π/μ), and we deﬁne these
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Start

The real source node finds
the queue where the selected
proxy source node is located

Encrypt M with DH key
to form a data packet

Randomly forward data packets
to neighboring nodes (including
the first hop node after the real
source node in the queue)

Yes

Is the current node
in the queue?

Is the current node a
proxy source node?
No

No

Randomly send data
packets to the next
node

Select the next node
based on the ID
stored in the queue

Yes

End

Figure 4: Forward the data packet from RS to PS.

sectors as area1 , area2 , , areaμ . We can use the following
equation to calculate μ.
μ�

arcsin Rmin /Rmax  + arcsin Rmin /H
,
π

(4)

which is used to calculate the value of the angle μ [28].
Among them, Rmin is the radius of the visible region, Rmax is
the radius of the candidate region, and H is the number of
the hops from the real source node to the sink. Then we can
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Is the current node
a base station?

Yes

End

No

Find neighboring
node list

Find the residual energy
of all neighboring nodes

Pick out all neighboring
nodes that meet the
energy requirements

Count the minimum number
of hops between these nodes
and the base station

Select the neighboring
node with the smallest
number of hops

Send a data packet to the
neighboring node

Figure 5: Forward the data packet from PS to the sink.

calculate the total number of sectors s via μ. The candidate
region divided into sectors is shown in Figure 6.
When selecting the proxy source node, we ﬁrst randomly
select an area areai , where i falls in [1, μ]. Then, we generate a
random angle β, which is in the range of [(i− 1)μ, iμ]. Finally,

we generate a random distance d, which satisﬁes the range
[Rmin , Rmax ]. The relative position of the selected proxy
source node is (x d + d cos(β), y d + d sin(β)), where (x, y) are
the coordinates of the real source node. Because the location
of the proxy source node is randomly selected, we may not
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Figure 6: Sector division in the candidate area. The angle of each sector is μ, and there are (s) sectors in total.

see any node in the desired region. If there is no node in the
desired region, the last hop node routed to the selected
location path becomes the proxy source node.
It is important to note that there may be duplicate nodes
in these paths, but this will not aﬀect our operations. When
we select the proxy source node through the candidate
region before each data transmission, it should alternately
select the proxy source node from diﬀerent sectors instead of
the same sector. That is, when the real source node selects the
node in the area areai (i � 1, 2, , μ) as the proxy source node
in a packet transmission, it will not select nodes in the
adjacent area of areai used as the proxy source node in the
next packet transmission, and the node in the areai will not
be selected as the proxy source node in the subsequent k
(k≤(μ/4)) data packet transmissions.
In this way, the traﬃc in the network is evenly distributed in diﬀerent areas within a period of time, instead of
being concentrated in the same area, which makes it diﬃcult
for the adversary to track and guess the location of the real
source node.

4. Results and Discussion
In this paper, we have proposed an anonymous communication scheme based on the proxy source node and the
shortest path routing algorithm to protect source location
privacy in the IoT. The scheme has the location privacy of
the source node, anonymity, and can also prevent adversaries from collecting and analyzing communication messages in the whole network, and monitoring of network
traﬃc in a certain region, such as impersonation and
backtracking attacks. Table 3 compares the security performance of our scheme with Random Walk, GROW
[35, 36], and ARPLP scheme.
4.1. Source Node Privacy. The scheme in this paper selects
the proxy source node to replace the real source node to
send data packets, and there is no direct connection
between the proxy source node and the real source node.
And the proxy source node is randomly selected from the
candidate region, that is to say, there is also no direct

connection between the selected proxy source nodes each
time. Therefore, for the adversary, they do not know any
strategy about how the proxy source node is selected, and
will not obtain the location information of the real source
node through the proxy source node. Speciﬁcally, assume
that two consecutive data transmissions use x and y as the
proxy source nodes; however, because they are randomly
selected, there is no connection between x and y. The
adversary cannot judge the selection rule of the proxy
source node through the two selections of the proxy
source node.
At the same time, this scheme ensures that the selected
proxy source node is far enough from the real source node
through the selection mechanism of the proxy source node
within the candidate region, thereby increasing the distance
between the real source node and the proxy source node, and
making the real source node have better privacy. In the
process of establishing anonymous proxy paths, since the
detection data packet is sent to the nodes that meet the energy
requirements and are in the optional set, the number of hops
from the next node to the real source node is greater than the
number of hops from the current node to the real source
node. In this way, after h hops, the probability that the proxy
source node is less than h/5 hops from the real source node
will be greatly reduced from the original P � 1 − e− (h/25) .
In conclusion, this scheme can well hide the location of
the real source node and protect the location privacy of the
source node.
4.2. Anonymity. The scheme in this paper realizes the anonymity of the transmitted messages and the anonymity of
the nodes in the wireless sensor networks.
Before the data packet transmission starts, the real
source node and the base station jointly negotiate a DH
shared key Ks , b , and only the real source node and the base
station can know this key. The data to be transmitted are
encrypted with this shared key, which forms the data packet
with Qi and is forwarded to the next hop. Passing through
the proxy source node, the data arrive at the base station, and
the base station uses the shared key to decrypt the data
packet. When the data packet is transmitted from the real
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Table 3: Comparison of security performance.

Scheme
Random walk
GROW
ARPLP
Proposed

Source location privacy
No
Yes
Yes
Yes

Anonymity
No
No
Yes
Yes

source node to the base station through the anonymous path
we have established, each intermediate node does not know
the shared key; therefore, others cannot decrypt the data
packet and tamper with the content of the data packet, and
the packet does not contain any information about the
identity of the node.
At the same time, anonymity also includes the anonymity of the source node in the network and the anonymity
of the communication relationship. The source node sends
the information to the proxy source node through the
anonymous proxy path, and then the proxy source node
sends the information to the base station through the
shortest path routing based on the residual energy. There is
no identity information involved in the process. Each node
only knows who its previous hop and next hop are, and does
not know the source and destination of the information.
4.3. Anti-Impersonation Attack. Impersonation attacks refer
to malicious nodes pretending to be legitimate nodes to
forward messages, causing messages to be tampered with or
interrupted in forwarding. In our scheme, it is not feasible
for a node in the network to pretend to be a proxy source
node. The reason is as follows:
When the real source node sends the data packet to the
next node, the selected neighbor nodes must include the ﬁrst
hop after the source node ID recorded in the selected
anonymous proxy path, and then the current node also
selects the next node according to the ID recorded in the
path. If the malicious node is not in the selected anonymous
proxy path, then its ID will not appear in the selected
anonymous proxy path; if the malicious node is in the selected initial path, but the real source node knows the ID of
the selected proxy source node, it will not select the nodes
with other hops on the path.
Speciﬁcally, if the real source node selects node p in the
candidate region as the proxy source node before a message
transmission starts. The node p is a node on the anonymous
proxy path Qr . Then, in the ﬁrst stage of the anonymous
message forwarding, the real source node forwards the data
packet (Qr , EKs,b (M)) to a certain number of the neighbor
nodes, containing the node represented by the ﬁrst ID other
than the real source node ID recorded in Qr . If the malicious
node is not in the selected Qr , then its ID will not appear in
Qr and will not aﬀect the transmission of the data packets; if
the malicious node is in Qr , since the real source node knows

Anti-Impersonation
No
No
No
Yes

Backtracking attack
No
Yes
Yes
Yes

IDp on Qr , it will not select the nodes with other hops on Qr ,
but will stop until the data packet is transmitted to p.
4.4. Backtracking Attack. In wireless sensor networks,
backtracking attack means that the adversary located near
the base station will observe that the destination node receives the data information, and then start from the destination node and trace back hop-by-hop along the path until
the source sensor node is found, which is the sender of the
information. Our anonymous communication scheme can
resist adversary backtracking attacks. The reason is as
follows:
In our scheme, a candidate region formed by a ﬂooding
mechanism is set up, in which all nodes may become proxy
source nodes and send messages instead of the real source
nodes. In the process of message forwarding from the real
source node to the proxy source node, there will be a lot of
branch traﬃc to confuse the adversary, so the adversary can
only trace back to the proxy source node, but cannot
continue to trace back to ﬁnd the location of the real source
node.
We used PyCharm [37] to simulate the proposed
scheme. For the energy consumption model presented in
Section 3.1, the simulation results are as follows: Figure 7
shows the change trend of the energy consumed by the
sender as the distance between the sender and the receiver
changes when the number of the message bits transmitted
are 50, 100, 150, and 200, respectively. We can see that as the
distance between the sender and the receiver increases, the
energy consumed by the sender, i.e., Esender , is also increasing. The larger the number of bits, the more energy is
consumed. Figure 8 shows the change trend of the energy
consumed by the sender as the number of the message bits
transmitted changes when the distance between the sender
and the receiver is 50, 100, 150, and 200, respectively. It can
be seen that as the number of message bits continues to
increase, the energy consumed by the sender is also increasing. The greater the distance, the more energy is
consumed.
Figure 9 shows the change trend of the energy consumed
by the sender when the number of transmitted bits and the
distance between the sender and the receiver simultaneously
vary from 0 to 200.
At the same time, we simulated the relationship between
the number of the transmitted message bits and the energy
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Figure 8: The energy consumption of the sender varies with the number of transmission bits.
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Figure 9: The energy consumption of the sender varies with the transmission distance and the number of transmission bits.

consumed by the receiver in a segmented form. As shown in
Figure 10, the number of the transmitted message bits is
divided into four closed intervals, which are [0, 50], [51,

100], [101, 150], and [151, 200], and the energy consumed by
the receiver in the four intervals is obtained. In each interval,
as the number of message bits increases, the energy
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Figure 10: Energy consumption diagram of received data.

consumed by the receiver will increase geometrically. At the
same time, as the number of bits in each interval increases,
the energy consumed by the receiver will also increase
linearly.
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