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Research outputs

DeepPUFSCA: deep learning for physical unclonable function attack based on side channel analysis support

Doan, N. P, Pham, T. D., Zhang, Z., Tran, H. V., Miskelly, J., Vandierendonck, H., Hoang, A.-T., O'Neill, M. & Mai, T. S.,
15 Sept 2025, 2025 62nd ACM/IEEE Design Automation Conference (DAC): Proceedings. IEEE, (Design Automation
Conference (DAC): Proceedings).

Decimated in linear time; single power trace, full key recovery attack on Toeplitz hash privacy amplification
Canavan, N., Hoang, T., Khalid, A. & O'Neill, M., 04 Aug 2025, (Accepted) 2025 Security for Space Systems (3S):
Proceedings. |IEEE, 7 p.

An enhanced two-step CPA Side-channel analysis attack on ML-KEM

Kennaway, M., Hoang, A.-T., Khalid, A., Rafferty, C. & O'Neill, M., 13 Jun 2025, Proceedings of the 22nd International
Conference on Security and Cryptography. De Capitani Di Vimercati , S. & Samarati, P. (eds.). SciTePress, p. 263 - 274
12 p. (Proceedings of the 22nd International Conference on Security and Cryptography).

InteDisUX: intepretation-guided discriminative user-centric explanation for time series

Tran, V.-H., Zhang, Z., Pham, T. D., Doan, N. P., Hoang, A.-T., Li, P., Vandierendonck, H., Assent, I. & Mai, S. T., 11 Apr
2025, 39th AAAI Conference on Atrtificial Intelligence (AAAI-25): Proceedings. Walsh, T., Shah, J. & Kolter, Z. (eds.).
AAAI Press, p. 20921-20928 8 p. (Proceedings of the AAAI Conference on Artificial Intelligence).

Deep learning enhanced side channel analysis on CRYSTALS-Kyber

Hoang, A.-T., Kennaway, M., Pham, T. D., Mai, T. S., Khalid, A., Rafferty, C. & O'Neill, M., 16 May 2024, The 25th
International Symposium on Quality Electronic Design (ISQED'24): Proceedings. Institute of Electrical and Electronics
Engineers Inc., (International Symposium on Quality Electronic Design (ISQED): Proceedings).

Stacked ensemble models evaluation on DL based SCA

Hoang, A. T., Hanley, N., Khalid, A., Kundi, D.-E.-S. & O'Neill, M., 30 Sept 2023, E-business and telecommunications:
19th International Conference, ICSBT 2022, and 19th International Conference, SECRYPT 2022, revised selected papers.
Van Sinderen, M., Wijnhoven, F., Hammoudi, S., Samarati, P. & Vimercati, S. D. C. D. (eds.). Springer Cham, p. 43-68 26
p. (Communications in Computer and Information Science; vol. 1849).

Stacked ensemble model for enhancing the DL based SCA

Hoang, A.-T., Hanley, N., Khalid, A., Kundi, D.-E.-S. & O'Neill, M., 01 Aug 2022, Proceedings of the 19th International
Conference on Security and Cryptography, SECRYPT 2022. di Vimercati , S. D. C. & Samarati, P. (eds.). SciTePress, p.
59-68 10 p. (SECRYPT Proceedings).

Plaintext: A Missing Feature for Enhancing the Power of Deep Learning in Side-Channel Analysis?
Hoang, A.-T., Hanley, N. & O'Neill, M., 26 Aug 2020, (Early online date) In: IACR Transactions on Cryptographic
Hardware and Embedded Systems.



Intra-masking dual-rail memory on LUT implementation for SCA-resistant AES on FPGA
Hoang, A. T. & Fujino, T., Jun 2014, In: ACM Transactions on Reconfigurable Technology and Systems. 7, 2, 10.

Activities
Carlos Gabriel de Araujo Gewehr

Hoang, A.-T. (Host)
08 Dec 2025 - 19 Dec 2025

EPS INTERNATIONAL SUMMER SCHOOL
Hoang, A.-T. (Lecturer)
05 Aug 2025 - 07 Aug 2025

Open day
Hoang, A.-T. (Contributor)
07 Sept 2024

Introducing about QUB, EEECS and the research topics at QTQ
Hoang, A.-T. (Presenter)
Sept 2024 - Jan 2025

Recruiting PhD students
Hoang, A.-T. (Presenter)
Sept 2024 - Feb 2025

Differentiation
Hoang, A.-T. (Examiner)
06 Jun 2024

Differentiation
Hoang, A.-T. (Examiner)
04 Jun 2024

Collaboration with industry
Hoang, A.-T. (Member)
May 2024 — Oct 2024

Computing at Queen’s
Hoang, A.-T. (Contributor)
Dec 2023

Open Day
Hoang, A.-T. (Contributor)
09 Sept 2023

Introducing NICYBER and school awards at EEECS and ECIT on hardware security
Hoang, A.-T. (Recipient)
Sept 2023

Recruiting PhD students
Hoang, A.-T. (Recipient)
Sept 2023 — Dec 2023



Introducing QUB and EEECS
Hoang, A.-T. (Recipient)
Dec 2022

Computing Parent's Evening
Hoang, A.-T. (Participant)
2022

Awards

Projects

R1042ECS: Lightweight side-channel analysis countermeasure for NTT-based Polynomial Vector Multiplication for Lattice-
based PostQuantum Crypto

Hoang, A.-T. (PI)

30/07/2025 - ...

R1198ECS: Side-channel analysis (SCA) and countermeasure implementation of PostQuantum Hamming Quasi-Cyclic
(HQC) on FPGA and ASIC

Hoang, A.-T. (PI) & Miskelly, J. (Col)

10/11/2025 - ...



