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Sandeep Gupta received the Ph.D. degree in information and communication technology from the University of Trento,
Italy. He is currently a Principal Engineer with Queen’s University Belfast, U.K.

From 1999 to 2016, he was with Samsung, Accenture, and Mentor Graphics (now Siemens) in information technology
domains driving several research projects and products from their incubation to next-generation iteration. Since 2016, he
has worked on UKRI and EU H2020 projects, including CyberSec4Europe, Collabs, E-Corridor, and NeCS. He also
founded Apache Technologies and co-founded FadFudge.

He was a recipient of the prestigious Marie Sklodowska-Curie Research Fellowship. His research interests include Al for
security, security for Al systems, biometric-based identity and access mechanisms, and usable security and privacy
solutions for cyber-physical systems and the IoT.
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Research outputs

Security and trustworthiness challenges in cyber-physical-human systems
Gupta, S., Papaioannou, M. & Dragoni, N., 16 Jul 2026, (Early online date) In: Human-Intelligent Systems Integration. 26

p.

A concern-oriented governance approach for securing Agentic Al
Gupta, S., Bombieri, M., Crispo, B. & Giorgini, P., 10 Jun 2026, 35 p.

Securing self-supervised data curation for foundation models robustness
Gupta, S. & Passerone, R., 08 Jun 2026, arXiv, 22 p.

Techniques and metrics for evasion attack mitigation
Bergadano, F., Gupta, S. & Crispo, B., Mar 2026, In: Computers & Security. 162, 21 p., 104802.

Robust vision systems for connected and autonomous vehicles: security challenges and attack vectors
Gupta, S. & Passerone, R., 10 Feb 2026.

Agenti autonomi, rischi sistemici: la nuova frontiera della cybersicurezza in Italia
Bombieri, M., Gupta, S., Crispo, B. & Giorgini, P., 06 Feb 2026, ICT Security Magazine.

An investigation of visual foundation models robustness
Gupta, S. & Passerone, R., 19 Nov 2025, In: Machine Learning. 114, 29 p., 281.



Keyed randomization with adversarial failure curves and moving target defense
Bergadano, F., Gupta, S. & Crispo, B., 02 Sept 2025, 2025 5th Intelligent Cybersecurity Conference (ICSC): Proceedings.
Institute of Electrical and Electronics Engineers Inc., p. 169-176 8 p.

Evasion resistance via diversity prediction
Bergadano, F., Gupta, S. & Crispo, B., 09 Jul 2025, ICAI 2025: 1st Iberian Conference on Cybersecurity and Artificial
Intelligence: Proceedings. 3 p.

Evaluating a bimodal user verification robustness against synthetic data attacks
Gupta, S., Kumar, R., Raja, K., Crispo, B. & Maple, C., 30 Jun 2025, Proceedings of the 22nd International Conference on
Security and Cryptography SECRYPT . Vol. 1. p. 25-36 (SECRYPT Proceedings).

Towards autonomous device protection using behavioural profiling and generative artificial intelligence
Gupta, S. & Crispo, B., 01 Jan 2025, In: IET Cyber-Physical Systems: Theory and Applications. 10, 1, e12102.

Visual prompt engineering for enhancing facial recognition systems robustness against evasion attacks
Gupta, S., Raja, K. & Passerone, R., 25 Oct 2024, In: IEEE Access. 12, p. 152212 - 152223

Towards secure-by-design artificial intelligence systems
Gupta, S., 26 Aug 2024.

Al-augmented usability evaluation framework for software requirements specification in cyber physical human systems
Gupta, S., Epiphaniou, G. & Maple, C., Oct 2023, In: Internet of Things. 12 p., 100841.

Towards autonomous device protection using behavioral profiling and large language network
Gupta, S. & Crispo, B., 29 Sept 2023

An investigation of cyber-attacks and security mechanisms for connected and autonomous vehicles
Gupta, S., Maple, C. & Passerone, R., 22 Aug 2023, In: IEEE Access. 11, p. 90641 - 90669 29 p.

The Race for Future Wireless Internet and Socio-Economic Aspects
Gupta, S., 25 Jul 2023

Device behavioral profiling for autonomous protection using deep neural networks
Gupta, S. & Crispo, B., 09 Jul 2023, 2023 IEEE symposium on computers and communications (ISCC): proceedings.

A survey of human-computer interaction (HCI) & natural habits-based behavioural biometric modalities for user recognition
schemes
Gupta, S., Maple, C., Crispo, B., Raja, K., Yautsiukhin, A. & Martinelli, F., Jul 2023, In: Pattern Recognition. 139, 109453.

End-to-end encryption for securing communications in Industry 4.0

Gupta, S., Sacchetti, T. & Crispo, B., 02 Jan 2023, 2022 4th IEEE Middle East and North Africa COMMunications
Conference, MENACOMM 2022: Proceedings. Institute of Electrical and Electronics Engineers Inc., p. 153-158 6 p.
(Proceedings of IEEE Middle East and North Africa COMMunications Conference, MENACOMM ).

Usable identity and access management schemes for smart cities
Gupta, S. & Crispo, B., 02 Jan 2023, Collaborative approaches for cyber security in cyber-physical systems. p. 47-61 15 p.

RiderAuth: A cancelable touch-signature based rider authentication scheme for driverless taxis
Gupta, S., Raja, K., Martinelli, F. & Crispo, B., Dec 2022, In: Journal of Information Security and Applications. 71, 12 p.,
103357.



Provenance navigator: towards more usable privacy and data management strategies for smart apps
Gupta, S., Camilli, M. & Papaioannou, M., 14 Jul 2022, Socio-Technical Aspects in Security. Springer, p. 24-42 19 p.
(Lecture Notes in Computer Science).

Step & turn: a novel bimodal behavioral biometric-based user verification scheme for physical access control
Gupta, S., Kacimi, M. & Crispo, B., Jul 2022, In: Computers & Security. 118, 14 p., 102722.

IDeAuth: A novel behavioral biometric-based implicit deauthentication scheme for smartphones
Gupta, S., Kumar, R., Kacimi, M. & Crispo, B., May 2022, In: Pattern Recognition Letters. 157, p. 8-15 8 p.

Non-functional requirements elicitation for edge computing
Gupta, S., May 2022, In: Internet of Things. 18, 13 p., 100503.

Risk-driven behavioral biometric-based one-shot-cum-continuous user authentication scheme
Buriro, A., Gupta, S., Yautsiukhin, A. & Crispo, B., 07 Sept 2021, In: Journal of Signal Processing Systems. 93, p. 989-
1006 18 p.

A chimerical dataset combining physiological and behavioral biometric traits for reliable user authentication on smart
devices and ecosystems
Gupta, S., Buriro, A. & Crispo, B., Feb 2020, In: Data in Brief. 4 p., 104924.

A risk-driven model to minimize the effects of human factors on smart devices
Gupta, S., Buriro, A. & Crispo, B., 25 Jan 2020, Emerging technologies for authorization and authentication: second
international workshop, September 2019: proceedings. p. 156-170 15 p. (Lecture Notes in Computer Science).

A perspective study towards biometric-based rider authentication schemes for driverless taxis

Gupta, S. & Crispo, B., 25 Nov 2019, 2019 International Conference on Innovation and Intelligence for Informatics,
Computing, and Technologies (3ICT). Institute of Electrical and Electronics Engineers Inc., (International Conference on
Innovation and Intelligence for Informatics, Computing, and Technologies (3ICT)).

DriverAuth: A risk-based multi-modal biometric-based driver authentication scheme for ride-sharing platforms
Gupta, S., Buriro, A. & Crispo, B., Jun 2019, In: Computers & Security. 81, p. 122-139 18 p.

SmartHandle-A Novel Behavioral Biometric-based Authentication Scheme for Smart Lock Systems
Gupta, S., Buriro, A. & Crispo, B., 29 May 2019, Proceedings of the 2019 3rd International Conference on Biometric
Engineering and Applications. p. 15-22 8 p.

SnapAuth: a gesture-based unobtrusive smartwatch user authentication scheme

Buriro, A., Crispo, B., Eskandri, M., Gupta, S., Mahboob, A. & Acker, R. V., 24 Nov 2018, International workshop on
emerging technologies for authorization and authentication: proceedings. Vol. 11263. p. 30 37 p. (Lecture Notes in
Computer Science; vol. 11263).

Electronic device, method for authenticating user, and computer readable recording medium
Gupta, S. (Inventor) & Kakkar, G. (Inventor), Nov 2018

Dialerauth: a motion-assisted touch-based smartphone user authentication scheme
Buriro, A., Crispo, B., Gupta, S. & Frari, F. D., Mar 2018, CODASPY 2018 - Proceedings of the 8th ACM Conference on
Data and Application Security and Privacy: proceedings. Association for Computing Machinery, p. 267-276 10 p.

DriverAuth: behavioral biometric-based driver authentication mechanism for on-demand ride and ridesharing infrastructure
Gupta, S., Buriro, A. & Crispo, B., Mar 2018, In: ICT Express. 5, 1, p. 16-20 5 p.



Demystifying authentication concepts in smartphones: ways and types to secure access
Gupta, S., Buriro, A. & Crispo, B., 2018, In: Mobile Information Systems. 2018, 16 p., 2649598.

Mobile biometrics: Towards a comprehensive evaluation methodology
Buriro, A., Akhtar, Z., Crispo, B. & Gupta, S., 07 Oct 2017, 2017 International Carnahan Conference on Security
Technology: Proceedings. Institute of Electrical and Electronics Engineers Inc., 6 p.

Evaluation of motion-based touch-typing biometrics for online banking

Buriro, A., Gupta, S. & Crispo, B., 02 Oct 2017, 2017 International Conference of the Biometrics Special Interest Group
(BIOSIG): proceedings. Institute of Electrical and Electronics Engineers Inc., 5 p. ( International Conference of the
Biometrics Special Interest Group (BIOSIG)).

Hybrid functional verification methodology for video/audio SoC
Gupta, S., 18 Aug 2009, 2009 1st Asia Symposium on Quality Electronic Design (ASQED 2009): proceedings. Institute of
Electrical and Electronics Engineers Inc.

Activities

Mobile and loT Security Technologies
Gupta, S. (Participant)

26 Sept 2025

Distribution Shift Detection: Knowing When Al Doesn't Know
Gupta, S. (Advisor)
03 Sept 2025

IEEE Computer (Journal)
Gupta, S. (Peer reviewer)
01 Jan 2025 - 31 Dec 2025

Study of Research and Guidance on the Cyber Security of Al (£10k)

Martinez-del-Rincon, J. (Advisor), Alouani, |. (Advisor), Nowroozi, E. (Advisor), Kamenou, E. (Advisor), Gupta, S. (Advisor)
& Miller, P. (Advisor)

Dec 2023 - Mar 2024



